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Abstract – As the gaming industry develops games simulating many different types of virtual societies they are being faced with many of the same problems any modern society has.  It is nearly impossible to find a culture without security issues and the internet gaming community is no exception.  
I.  INTRODUCTION
Of all the issues the online-game developer must be concerned with, security might initially seem like a trivial problem.  However, it is central to keeping a system running.  A design error in the communication scheme or graphics engine might lead to suboptimal performance, whereas a design error in the game’s security is the first step to ruin. [
]  While it is understood that online game security is not the same issue as online banking security, players work hard to get to the next level of the game.  They expect the assets they have earned to be there when they return.  The intent of this survey paper is to explore the various issues relating to online game cheating and how it can be prevented with the network technology that is available.  
II.  EXISTING RESEARCH ISSUES ON THE TOPIC

Research exists concerning business models in online gaming [
], known methods of cheating [
], why cheating matters [
] and a research paper that has information on the actual players of the online games [
] that describes such demographics as gender and age.  An interesting article on game design relating to security describes the design issues from choosing the network topology to packet content.[
]  Another article describes various methods of attack and states that damages can amount to billions of dollars if cheating methods are not diagnosed and defense mechanisms prepared.[
]  The  large market in virtual items is explored and their legal status is discussed.[
 ]  Security problems relating to the TCP/IP protocol suite with a variety of attacks based on these flaws are described. [
]  The future of online games is discussed with questions to ponder relative to society in general.[
 ]  Another article on TCP/IP security details the lack of basic mechanism for security. [
]
III.  APPROACH TO EXPLAIN THE TOPIC

Online security is an issue that should be important to every user of the internet.  The history of online games will be briefly describes followed by a description of a virtual society.  The typical game player will be described.  Various security issues will be discussed and defenses against the flaws will be explored.  Specific flaws in the TCP/IP protocol suite will be explained as well as current technology available to combat intruders who try to exploit the flaws.   Finally, the future of massive multiplayer online games will be discussed.

IV.  TIMELINE TO WRITING THE SURVEY PAPER
The survey of existing topics will be complete no later than April 3, 2006.  A rough draft of the paper will be complete no later than April 12, 2006.  This will allow time for revisions and necessary formatting changes.  The final version of the survey paper will be complete no later than April 24, 2006.
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