ITEC 451 Network Design and Analysis
Network Design
1. Cisco PacketTracer

Overview

http://www.cisco.com/web/learning/netacad/course_catalog/PacketTracer.html
Download and install it

http://www.ccna4u.org/2010/05/packet-tracer-version-53-software.html 
http://www.packettracer.info/ 
2. Decision Making & Optimization tools: Excel Solver, CPLEX, Maple or Matlab

3. Research on hardware and software products and network services in the current market
Network Traffic Analysis
0. Test your network speed

www.speedtest.net
1. WireShark

Download WireShark and Install it
http://www.wireshark.org/
Intro to Wireshark: Packet Capture and Protocol Analysis
http://www.youtube.com/watch?v=U6ZveV0nDpk&feature=fvw
**Introduction to Wireshark (Part 1 of 3)
http://www.youtube.com/watch?v=NHLTa29iovU&feature=related

http://www.httprecipes.com/
**Cookies and Grabbing Passwords with Wireshark (Part 2 of 3)

http://www.youtube.com/watch?v=7ezGTP99xSw&feature=related
http://www.httprecipes.com/1/2/cookies.php
http://www.httprecipes.com/1/2/forms.php
**Data Mining using Wireshark (Part 3 of 3)

http://www.youtube.com/watch?v=2R1DRnu5CxQ&feature=related
Wireshark Basics Tutorial

http://www.youtube.com/watch?v=0bazkLeY6b4&feature=related
Network Traffic Analysis Basic

http://www.youtube.com/watch?v=zk-hsD_4lsc
Password Sniffing

http://www.youtube.com/watch?v=lVutDlIUNOg&feature=related
Wireshark Network Analysis - Sniffing/Stealing Passwords
http://www.youtube.com/watch?v=XmbMrStH630&feature=related
*Sniffing Facebook Cookies with Wireshark [1/2]

http://www.youtube.com/watch?v=yyLdxO6xvh8&feature=related
*Sniffing Facebook Cookies with Wireshark [2/2]

http://www.youtube.com/watch?v=1FgKL2ywrX0&feature=related
2. Untangle

Download and Install it
http://www.untangle.com/
Untangle Product Video Overview
http://www.youtube.com/watch?v=HhUdLl7mDt0
Untangle Reports in 7.2

http://www.youtube.com/watch?v=693NIJJfrYg&feature=related
Untangle Reports

http://www.youtube.com/watch?v=oYNMUZpFMac&feature=related
Untangle eSoft Web Filter

http://www.youtube.com/watch?v=UPnRY6Zu4Ns&feature=related
3. pfSense
Download and install it
http://www.pfsense.org/
Install pfSense

http://www.youtube.com/watch?v=4Hy9V3KIxYw
pfsense parte 1

http://www.youtube.com/watch?v=EdRJ035hoq8&feature=related
pfsense parte 2

http://www.youtube.com/watch?v=mFwWfq-i6JE&feature=related
pfsense parte 3

http://www.youtube.com/watch?v=0HZzHNqVAdk&feature=related
Traffic Shaper in pfSense Firewall

http://www.youtube.com/watch?v=9418uUvrMmQ&feature=related
pfSense IPsec Tunnel

http://www.youtube.com/watch?v=j04w0Rjfc1g&feature=related
PPTP VPN with pfSense Firewall

http://www.youtube.com/watch?v=7ai1myWP8PY&feature=related
SquidGuard PFSense

http://www.youtube.com/watch?v=zstq73Na7P0&feature=related
4. Network Analysis & Statistics

Network Analysis Community

http://www.packetech.com/forum.php
Analyzing Network Data with Network Monitor
http://technet.microsoft.com/en-us/library/cc723623.aspx
Network Load over Time Statistics

http://www.maatec.com/mtna/time_stats.html
MTNA Real-Time Network Statistics

http://www.maatec.com/mtna/rtstats.html
Statistical Reports; Network Utilization, Bandwidth Reporting
http://v5.network-monitor.com/detailed-ip-traffic-report.php
Tools to Analyzing Router Statistics

http://www.docstoc.com/docs/54161917/Tools-for-Analyzing-Router-Statistics
Multi Router Traffic Grapher (MRTG)

http://oss.oetiker.ch/mrtg/
Round Robin Database Tool (RRDTool)

http://oss.oetiker.ch/rrdtool/
VoIP troubleshooter
http://www.voiptroubleshooter.com/about/index.html
http://www.voiptroubleshooter.com/tools/voiptr_tools.htm
Indepth: Packet Loss Burstiness

http://www.voiptroubleshooter.com/indepth/burstloss.html
Indepth: Jitter

http://www.voiptroubleshooter.com/indepth/jittersources.html
Packetizer

http://www.packetizer.com/
Linux. Computer network. Analyze ping ECHO statistics code
http://www.programva.com/en/linux-network-guru/209-analyze-ping-statistics
Social network data
http://faculty.ucr.edu/~hanneman/nettext/C1_Social_Network_Data.html
