Lecture 7
IPv6 Network Addresses

= 1

Ty VIR =)
s, ST

Cisco ‘ Networking Academy”
| Mind Wide Open”™



| The Need for IPv6

IPv6 is designed to be the successor to IPv4.
Depletion of IPv4 address space has been the motivating factor for moving to IPv6.

Projections show that all five RIRs will run out of IPv4 addresses between 2015 and
2020.

With an increasing Internet population, a limited IPv4 address space, issues with NAT
and an Internet of things, the time has come to begin the transition to IPv6!

IPv4 has a theoretical maximum of 4.3 billion addresses, plus private addresses in
combination with NAT.

IPv6 larger 128-bit address space provides for 340 undecillion addresses.

IPv6 fixes the limitations of IPv4 and includes additional enhancements, such as ICMPv6.



IPv4 Issues

IPv4 and IPvé6 CoeXxistence

The migration techniques can be divided into three categories:
Dual-stack, Tunnelling, and Translation.
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Dual-stack: Allows IPv4 and IPv6 to coexist on the same
network. Devices run both IPv4 and IPv6 protocol stacks
simultaneously.



I IPvé and IPv6 Coexistence (cont.)

Tunnelling
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Tunnelling: A method of transporting an IPv6 packet over an
IPv4 network. The IPv6 packet is encapsulated inside an IPv4
packet.




I IPv4 and IPv6 Coexistence (cont.)

Translation
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Translation: The Network Address Translation 64 (NAT64)
allows IPv6-enabled devices to communicate with IPv4-enabled
devices using a translation technique similar to NAT for IPv4. An
IPv6 packet is translated to an IPv4 packet, and vice versa.
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IPv6 Addressi

Hexadecimal Number System

e Hexadecimal is a base sixteen
system.

 Base 16 numbering system uses
the numbers 0 to 9 and the letters
A to F.

 Four bits (half of a byte) can be
represented with a single
hexadecimal value.

Hexadecimal Decimal Binary
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I IPvé Address Representation

« 128 bits in length and written as a string of hexadecimal values

* In IPV6, 4 bits represents a single hexadecimal digit, 32 hexadecimal value
= |Pv6 address

«2001:0DB8:0000:1111:0000:0000:0000:0200
*FE80:0000:0000:0000:0123:4567:89AB:CDEF

 Hextet used to refer to a segment of 16 bits or four hexadecimals
e Can be written in either lowercase or uppercase



IPv6 Addressing

Rule 1- Omitting Leading 0s

* The first rule to help reduce the notation of IPv6 addresses is any leading
Os (zeros) in any 16-bit section or hextet can be omitted.

* 01AB can be represented as 1AB.
« 09F0 can be represented as 9FO.
« 0AOO can be represented as AO0O.
« 0OAB can be represented as AB.

Preferred 2001:0DB8:000A:1000:0000:0000:0000:-0100
Mo leading 0s 2001: DBE: A:1000: O: O O: 100
Compressed 2001:DBE:A:1000:0:0:0:100




I Rule 2 - Omitting All 0 Segments

« A double colon (::) can replace any single, contiguous string of one or
more 16-bit segments (hextets) consisting of all O's.

* Double colon (::) can only be used once within an address otherwise the
address will be ambiguous.

« Known as the compressed format.
e Incorrect address - 2001:0DB8::ABCD::1234.



IPv6 Addressing

Rule 2 - Omitting All 0 Segments (cont.)

Example #1 Preferred [ 2001 :0DB8 :0000: 0000 :ABCD:0000:0000:0100
Omit leading0s |2001: DES: 0: 0 :ABCD: 0: 0: 100
Compressed | 2001 :DB8: :ABCD:0:0:100
OR A
Compressed | 2001 :DBE8:0:0:ABCD: 100

Only one : : may be used.

Example #2 Preferred FES0:0000:0000:0000:0123: 4567 : 8OAB: CDEF
Omit leading 0s FES80: 0: O: 0: 123:45¢7:8%AB:CDEF
Compressed FEB80::123:4567:89AB:CDEF




es of IPvé Addresses

IPv6 Prefix Length

e |IPv6 does not use the dotted-decimal subnet mask notation

* Prefix length indicates the network portion of an IPv6 address using the
following format:
= |Pv6 address/prefix length
» Prefix length can range from 0 to 128
= Typical prefix length is /64

164 Prefix

64 bits 64 bits

Prefix Interface ID

Example: 2001:0DB8:000A.::/64

2001:0DE8:000A:0000 0000:0000:0000:0000




es of IPvé Addresses

IPv6 Address Types

There are three types of IPv6 addresses:
= Unicast

= Multicast
= Anycast.

Note: IPv6 does not have broadcast addresses.



Types of IPv6 Addresses

6 Unicast Addresses (cont.)

IPvE Unicast
Addresses

Global Unicast

Link-local

Loopback

Unspecified Address

Unique Local

Embedded IPv4




I IPvé Unicast Addresses (cont.)

Global Unicast
= Similar to a public IPv4 address
= Globally unique
= [nternet routable addresses
= Can be configured statically or assigned dynamically

Link-local
= Used to communicate with other devices on the same local link
= Confined to a single link; not routable beyond the link




I IPv6 Unicast Addresses (cont.)

Loopback

= Used by a host to send a packet to itself and cannot be assigned to a physical interface.
= Ping an IPv6 loopback address to test the configuration of TCP/IP on the local host.

= All-Os except for the last bit, represented as ::1/128 or just ::1.

Unspecified Address
= All-0's address represented as ::/128 or just ::
= Cannot be assigned to an interface and is only used as a source address.

= An unspecified address is used as a source address when the device does not yet have
a permanent IPv6 address or when the source of the packet is irrelevant to the
destination.



I IPvé Unicast Addresses (cont.)

Unique Local
= Similar to private addresses for IPv4,

= Used for local addressing within a site or between a limited number of sites.
* |nthe range of FC00::/7 to FDFF::/7.

IPv4 Embedded (not covered in this course)
= Used to help transition from IPv4 to IPv6.




I IPvé Link-Local Unicast Addresses

* Every IPv6-enabled network interface is REQUIRED to have a link-local
address

 Enables a device to communicate with other IPv6-enabled devices on the
same link and only on that link (subnet)

« FE80::/10 range, first 10 bitsare 1111 1110 10xx xxXX
* 11111110 1000 0000 (FE80)-1111 11101011 1111 (FEBF)

iy Remaining .
10 bits 54 bits 64 bits ———
64
1111 1110 10 Interface ID
.. Automatically or
— FEBO:/10 — - Iy S
Manual Configured




es of IPv6 Addresses

iy 6 Link-Local Unicast Addresses (cont.)

Packets with a source or
destination link-local address
cannot be routed beyond the link
from where the packet originated.

IPv6 Link-Local Communications

IPvE Packet
Source IPvE Address Destination IPv6 Address
FES0:: AfAm FES0::DDDD

FEBQ::1/64

FEB0::DDDD/64

FESO:BEEEB/G4 FESO0:CCCC/64




IPv6 Unicast Addresses

Structure of an IPvé6 Global Unicast Address

* |[Pv6 global unicast addresses are globally uniqgue and routable
on the IPv6 Internet

* Equivalent to public IPv4 addresses
 [CANN allocates IPv6 address blocks to the five RIRs



IPv6 Unicast Addresses

Structure of an IPvé Global Unicast Address (cont.)

Currently, only global unicast addresses with the first three bits of 001 or
2000::/3 are being assigned

Global Routing Prefix Subnet 1D Interface 1D

Range of first hextet:
001

0 0000 OOO0O OOOO (2000)
to
T 1111 1111 1111 {(3FFF)




I Structure of an IPv6 Global Unicast Address (cont.)

A global unicast address has three parts: Global Routing Prefix, Subnet ID,
and Interface ID.

= Global Routing Prefix is the prefix or network portion of the address
assigned by the provider, such as an ISP, to a customer or site, currently,
RIR's assign a /48 global routing prefix to customers.

= 2001:0DB8:ACAD::/48 has a prefix that indicates that the first 48 bits
(2001:0DB8:ACAD) is the prefix or network portion.

IPv6 /48 Global Routing Prefix

48 bits 16 bits 64 bits
Global Routing Prefix Subnet ID Interface ID
64 bits
A /48 routing prefix + 16 bit Subnet ID = /64 prefix.




IPv6 Unicast Addresses

Static Configuration of a Global Unicast Address

2001:0DB2:ACAD:1::/64
10

SO/0 2001:0DB8:ACAD:3::/64

1
S0/0/0 )

Rl (config) #interface gigabitethernet 0/0

Rl (config-if) #ipvé address 2001:dbB:acad:1::1/64
Fl{config-if)4no shutdown

Rl {config-if) #exit

Fl(config) fiinterface gigabitethernet 0/1

Rl {config-if) #ipvée address 2001:dbB:acad:2::1/64
Fl{config-if)4no shutdown

Rl {config-if) #exit

Rl (config) #interface serial 0/0/0

Rl {config-if)#ipve address 2001l:dbB:acad:3::1/64
Fliconfig-if)4clock rate 56000

Fl{config-if)#no shutdown

10

2001:0DBB:ACAD:2::/64




IPv6 Unicast Addresses

Static Configuration of an IPvé6 Global Unicast Address (cont.)

Internet Protocol Version 6 (TCP/IPv6) Properties 2|x|
Windows IPv6 Setup &= |

You can get [Pva settings assigned automatically if your network supports this capability.
Otherwise, you need to ask your network administrator for the appropriate IPv6 settings.

i Obtain an IPv6 address automatically
—{* Use the following IPvé address:

IPv& address: 2001:db8:acad: 1::10
Subnet prefix length: 64
Default gateway: 2001:db8:acad: 1:: 1

£ Obtain DNS server address automatically

{* Use the following DNS server addresses:

Preferred DMNS server:

Alternate OMS server:

[ validate settings upon exit Advanced. ..

K Cancel




IPv6 Unicast Addresses

EUI-64 Process or Randomly Generated

EUI-64 Process

= Uses a client’'s 48-bit Ethernet MAC address and inserts another 16 bits in the middle of
the 46-bit MAC address to create a 64-bit Interface ID.

= Advantage is that the Ethernet MAC address can be used to determine the interface; is
easily tracked.

EUI-64 Interface ID is represented in binary and comprises three parts:

= 24-bit OUIl from the client MAC address, but the 7t bit (the Universally/Locally bit) is
reversed (0 becomes a 1).

= Inserted as a 16-bit value FFFE.
= 24-bit device identifier from the client MAC address.



IPv6 Unicast Addresses

EUI-64 Process or Randomly Generated (cont.)

EUI-64 Process

QUI {Organization

— Unigue Identifier) 24 — Device Ihditegtir'ierEsl -
bits |7
EUMG4Process| FC : 99 i 47 | 75 : CE | EO
Step 1: Split thE._MﬁE-EddI‘E'EE
EIiI'IElr'j." 1.111 11|I|E 1001 1':|D1§|:|‘1':|D':|11 1 0111 ':l*ll:l“l; 11':|D111|:|E 11100000

Step 2: Insert FFFE

Binary 1111 1100: 1001 10013 0100 0111 {4949 19945 1414 1110 m11n1-31§ 1100 1110} 11100000

{1

Step 3: Flip the UIL bit

Binary [1111 111".]% 1001 I-II1§ 0100 0111 (1111 1111; 1111 1110 0111 |:r|-:|1§ 1100 111D§ 1110 0000

Modified EUI-64 Interface 1D in Hexadecimal Maotation

T
L

Binary| FE i 99 : 47 FF i FE 75 : CE : EO




IPv6 Unicast Addresses

EUI-64 Process or Randomly Generated (cont.)

rl4show interface gigabitethernet 0/0
GigabitEthernet0/0 is up, line protocol is up
Hardware is CN Gigabit Ethernet, address is f£89%.4775.c3el
{bia fc99.4775.c3e0)
<0ufput Omitted=

Rl4show ipvé interface brief

GigabitEthernet0/0 [up/up]
FE8{0::FES9:4JFF:FE[/5:C3EQ
2001 :DBA:ACAD:1::1

SRR Ao s [up/up] Link-local addresses using
FE3Q::FE99:47FF:FE[f5:C3E1 ELI-64
Z001:DB8:ACAD:2::1

Seriald/o/0 [up/up]

FE3{::FES9:4TFF :FE[f5:C3EQ]
2001 :DB4:ACAD:3::1

seriald/o/sl [administratively down/down]
unaszsigned

Rl#%




I EUI-64 Process or Randomly Generated (cont.)

Randomly Generated Interface IDs

" Depending upon the operating system, a device can use a randomly generated Interface ID instead of
using the MAC address and the EUI-64 process.



IP Addressing
Summary

e Each IPv6 address has 128 bits verses the 32 bits in an IPv4 address.

 The prefix length is used to indicate the network portion of an IPv6
address using the following format: IPv6 address/prefix length

 There are three types of IPv6 addresses: unicast, multicast, and anycast.

e An IPv6 link-local address enables a device to communicate with other
IPv6-enabled devices on the same link and only on that link (subnet).

 Packets with a source or destination link-local address cannot be routed
beyond the link from where the packet originated.

* IPv6 link-local addresses are in the FE80::/10 range.
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