Resetting Routers

Clearing the configuration from a pod router 
1. Connect the console port of the router to the serial port of a workstation.
a. The red cable at the bottom of the second rack is already connected to the serial port of the lab server (using a console cable and adapter). 
2. Run Hyperterm 

a. Open Start->All programs->Communication->Hyperterm

b. Enter router for the connection name

c. Select COM1 as the serial port

d. Set the port speed to  9600
e. The other options should be set by default to 8 bits, no parity, 1 stop bit, hardware flow control.
3. Press <Enter> to bring up the router’s prompt

4. Login to the router (each router will have a password that matches its pod or AS#)
a. 350 passwords:  pod1pod1,  pod2pod2, …, podnpodn

b. 451 passwords:  as1as1, as2as2, as3as3

c. If these passwords fail then you will have to do password recovery.
5. Enter privileged mode

a. Router>  enable
b. When asked for a password, enter the same password from step 4.

6. Erase the startup-configuration 

a. Router#  erase start
7. Reboot the router

a. Router#  reload
Password Recovery
1. Before doing password recovery, try the following password variations:

a. Incorrect case: 
Pod1Pod1,  Pod1pod1, pod1Pod1

b. Short password:  
pod1, Pod1

c. No-numbers:

pod<#>pod<#>,  podxpodx
d. Generic:

password, router

2. Make sure Hyperterm is opened and connected to the router
3. Enter ROM monitor mode

a. Restart the router by turning the power switch off and on

b. Wait for the first message of the bootup sequence

c. Press Ctrl-Break
d. The router should be at a rommon> prompt or similar

4. Set the configuration register to ignore the startup-config (0x2142)
a. rommon> confreg 0x2142
5. Restart the router (after restart, no configuration will be loaded).

a. rommon> restart
6. Enter privileged mode

a. Router> enable
7. Clear the router’s startup-configuration (to keep the existing config, see below)
a. Router# erase start
8. Reset the configuration register to normal
a. Router# config t
b. Router (config)# config-register 0x2102
c. Router (config)# end
9. Reboot the router

a. Router# reload
b. Select  No when prompted to save the current configuration

Alternate step 7

1. Load the startup-config into memory

a. Router# copy start run
2. Remove the existing privileged mode password

a. Router# config t
b. Router (config)# no enable secret
c. Router (config)# no enable password
3. Remove the existing console password

a. Router (config)# line con 0
b. Rotuer (config-line)# no password
c. Router (config-line)# end
4. Save the modified running config
a. Router # copy run start
