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Cabling the Network (see pod diagram)

Pod Cabling

Each pod has three computers that must be connlegtiéthernet cable to that pod’s switch in the eout
room. This is made possible by the breakout boxiposd at the corner of each pdde jacks on the
breakout box are connected to the patch panel in throuter room by cables that run beneath the
floor.

1. Connect each machine’s Ethemet port to the bradimu
a. Connect a standard Ethernet cable from the netaamdk of each machine to the breakout
box in the corner of the desk. Start with the fitep left-most) jack on the breakout box.
b. If your machine has two Ethernet ports, try thertopst port first. If the operating system
fails to detect a connection, try the other port.
2. Connect the serial console cable to the XP machine
a. The console cable is the flat, light-blue cablehwvite serial connector on one end.
b. Connect the serial side of the cable to the spaelon the Windows XP machine.
c. Connect the other end of the console cable to¢hew jack on the breakout box.

Switch and Router Cabling

The racks in the router room contain a switch,eguand patch-panel for each pod. To be able to
communicate with each other, each computer antbtiter must be connected to the switch. To
communicate with other pods and the Internet, tlter must be connected to the lab backbone network

1. Connect each system in the pod to the switch.
a. Connect the first three blue jacks on the patclepianthe switch.
b. Note: all of the ports on the switch are the savimel may use the ports of your choice.
2. Connect the router to the pod network and the bawkimetwork.
a. Connect the Fa0/0 port on the back of the routargort on the switch.
b. Connect the Fa0/1 port to the red jack on the padctel.
3. Use a standard cable to connect the console pdhteorouter to the yellow jack on the patch panel.

Installing Windows XP and Server 2003

Startup

Before starting the installation, you must selbet¢orrect machine for the operating system. Eaathine
has a small green label on the top with a licersefér Windows XP Pro. One machine has a whitellabe
with the key for Windows 2003. Although any machaa® be used for Windows XP, you should use the
Dell GX620 model for Windows because the GX620asaompatible with Fedora Core 3 Linux.

1. Select the system on which to install Windows. Wimdows 2003, use the system labeled with the
white “Win2003 Key” label. For Windows XP use a Q®if it is available.

Insert the Windows installation CD and reboot thechine.

Press Enter to boot from the CD when prompted (yitithave only a few seconds).

Do not select the options to install additional/drs or run a recovery tool.

When prompted t&etup Windows press Enter.
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Partitioning and Formatting

At the disk partitioning screen you will be showlisa of the existing disk partitions. You will né¢o
completely remove all existing partitions and ceeshew one. After partitioning and formatting yweill
be asked to restart the machine.

Select and delete each partition.

Create a new partition and use the default sizgttdéplays (the whole disk).

Select the new partition and press Enter to ing¥aldows.

When prompted to format the drive, selddtFS (Quick) for both XP and Server 2003

PhoObdRE

Installation Options

After some time, you will be prompted to set vasaptions for Windows. You will be asked to setiyou
computer’'s name. The Windows 2003 server shoulddngedPod<#>Server the XP machine should be
Pod<#>XP. For example, if you are in Pod 1 then your cotapushould be named “Pod1Server” and
“Pod1XP.” You will also be prompted for a passwéodthe local Administrator account, use
pod<#>pod<#>(e.g. podlpodl).

Regional Settings: No change is required, clicktNex

Name and Organization: Set bothRtJ

License Key: Use the key on the small green |a¥@) ©r the large white label (2003)
License Mode (2003 only): No change is requiréidkdNext.

Computer NamePod<#>Serveror Pod<#>XP

Administrator Passworgiod<#>pod<#>

Date and Time: You must set the date and time atelyror you may run into problems later when
working with Active Directory. Do not forget to siéte time zone to Eastern.

8. Network Settings (2003 only): Select Typical.

9. Workgroup/Domain (2003 only): No change is requjidatk Next.

10.Select No/Finished if asked to check for updates.

11.Create a user (XP only): nameXPuser, password pod<#>pod<#>
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Installing Drivers

After Windows is installed, the drivers for thewetk and graphics card will need to be installlde T
“Network Lab Drivers” CD has drivers for each systmodel used in the lab. The model numbers are
printed on the front of the machine around the pdwston.

Find the folder on the Drivers CD that matchesnttuglel of your machine.

Double click on each of the files inside of thdtfer to install the drivers.

If asked to reboot, say no until all of the drivars installed.

If you are told that a version of the driver isealdy installed, install the driver anyway.
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Configuring Network Settings

Each pod will use IP addresses assigned from tAd 19.<pod #>.0 network. For example, Pod 1’s 2003
server will be 190.111.1.1, XP will be 190.111.1Ahough it is not setup yet, the Windows 2003sser
will be the DNS server for your pod. To make thentiws 2003 server use itself for DNS, you can bee t
loopback address (127.0.0.1) for its DNS serveurfmd'’s router will be the default gateway for the
network.



OpenStart->Control Panel and clickSwitch to classic view

OpenNetwork Connections->Local Area Connection

Set the IP address and network settings.
a. Click Properties.
b. Double-click oninternet Protocol (TCP/IP) at the bottom of the list.
c. IP address190.111.<pod #>.IWindows 2003) 0190.111.<pod #>.2Windows XP).
d. Subnet mask255.255.255.0(do not use the default subnet mask of 255.285.0.
e. Default gateway:190.111.<pod #>.254
f. DNS server:127.0.0.1(Windows 2003) 090.111.<pod #>.1Windows XP).

4. Disable the firewall (XP only):

a. OpenStart->Control Panel->Security Center->Windows Fiewall.

b. SelectOff.

wWN e

Installing Fedora Core 3

Startup

Since Linux does not require a license key, thezena machines labeled for it. You may use any nim&ch
except the GX620 models, which are not compatibite Redora Core 3.

InsertDisc linto the CD drive and reboot the machine.

Press Enter at theoot: prompt to continue with a graphical installation.
SelectSkip when prompted to perform the media test.

Click next when asked for a language and keyboapping.
SelectCustomwhen asked for the installation type.

OhkowbdRE

Disk Setup

When you get to the disk partition setup menu, widlbe given the choice to let the installer
automatically partition for you or to manually paoin with Disk Druid. For most people, automatic
partitioning should be fine. You will need to deletl existing partitions before installing Fedohdter the
disk is partitioned, continue on to Installationtiops.

1. SelectAutomatically partition .
2. SelectRemove all partitions on this systenand unchecReview the partitions created
3. Continue on to the installation options section.

Installation Options

After the disk has been setup, you will be presemiigh a series of menus to set the basic options f
Linux. When you get to the networking menu, you Wé asked for a hostname. The hostname is the
computer’'s name and domain. You should set thenhos toPod<#>Linux.pod<#>.edu.For example, if
you are pod 2 then your hostname should be “Pod&ijiod2.edu.” You will also be prompted for a
password for the root account. The root user isthministrative user in Linux. Set the password to
pod<#>pod<#>(e.g. pod2pod2):

Boot Loader: No change required, click Next.

Network Settings: Set the hostname@tul<#>Linux.pod<#>.edu
Security Settings: Disable the firewall and SELirfignore the warning).
Language: No change required, click Next.

Time Zone: No change required, click Next.

Root Password: Set fiod<#>pod<#>
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7. Packages: Scroll to the bottom and selecttrerything option

8. Click through the confirmation, welcome, and licemgreement screens.

9. Date and Time: set the time if needed.

10.Display settings: Should be auto-detected but miak to set the resolution to 1024x786.
11.System user (non-administrative user): usernguoe<#>user passwordpod<#>pod<#>
12.Additional CDs: None needed, click Next.

Linux Basics

After booting into Linux, the login screen appeafsu should login with a usernamerobt and a
password opod<#>pod<#> Root is the administrative account on UNIX. liimgin as any other user,
you will not have permission to make changes tcstrstem.

To access the command prompt, you will need taarterminal program. You can right-click on the
desktop and select Terminal or click Applications->System Tools->Terminalto open a terminal. At
the prompt you can type the name of the commangeess$ Enter to run it. If the command takes an
argument, such as a filename, or an option, suefaahere should be spaces between the namensgptio
and arguments. The following are basic Linux comdsan

cd <directory>: change your current location to <directory>.difectory is the same as a folder.)
Is: list the files contained within the current dit@ny.

cp <source files> <destination>copy files from <source> to <destination>.

rm <files>: delete <files>.

gedit <filename> edit <flename> with a notepad-like text editor.
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Configuring Network Settings

As with the Windows systems, the Linux machine wélassigned an IP address from the 190.111.<pod
#>.0 network and will use the Windows 2003 sereefNS and the router as its default gateway. if yo
are unable to open any applications after chanti@getwork settings, you may have to logout agd lo
back in (as root). Also, some of the computerh@lab have two network interfaces. If you are lmétb
access the network from Linux, try plugging thewwaek cable into the second network card.

1. OpenApplications->System Settings->Network
2. Setthe IP address, subnet mask, and default gatewa
a. Double-click onethQin the list of devices in thBevicestab.
b. SelectStatically Assign IPaddresses.
c. IP address190.111.<pod #>.3
d. Subnet mask:255.255.255.0
e. Default Gateway: 190.111.<pod #>.254
3. Setthe DNS Server.
a. Click theDNStab.
b. Setthe primary server 190.111.<pod #>.1
c. Verify that the hostname Rod<#>Linux.pod<#>.edu
4. Click Activate to enable the ethO interface.
(Note: if you are unable to open a terminal aft@ing this, clickActions->Logout and re-login as
root.)



Configuring the Router

Accessing the router

To manage the router, you will first need to conrlee router’s console port to the serial portloa hack
of the Windows XP workstation. This can be don@agshe flat, light blue console cable. Once corgct
the router's command prompt can be accessed usipgrterminal.

On the Windows XP workstation:

1. Connect the flat, light blue console cable to thes port on the back of the machine.
2. Connect the other end of the cable to the yellopped socket on the breakout box.
3. Setup a Hyper Terminal session to connect to thtero
a. OpenStart->All Programs->Accessories->Communications->Mper Terminal
b. Name the new connectigouter.
c. SelectCOM1 on theConnect Tomenu.
d. SetBits per secondto 96000n the COM1 Properties menu.
e. SelectFile->Savein the Hyper Terminal window to save your setup.
4. Press Enter after Hyper Terminal connects. You lsheee a prompt from the router.

Note: to re-open the router Hyper Terminal sessibiok Start->All Programs->Accessories->
Communications->Hyper Terminal->Hyper Terminal->router.

Router command modes

Cisco routers operate in several different modashEnode allows only certain commands. The prompt
indicates the mode of the router. When you firgifndo the router, it will be in user mode and fitempt

will show Router>. To have access to most commands, you must emtdeged mode. To enter
configuration commands, you must be in config m@ue that there are several sub-config modes). You
cannot use configuration commands in privileged enmdnon-configuration commands in config mode.

Use these commands to switch between modes:

0 enable Enter privileged mode (enable mode). The proniptae Router#.
o config term: Enter global config mode. The prompt will Beuter (config)#.
0 exit: exit the last mode entered.

Initial Setup

The first time you connect to the router, you migatasked to enter setup mode, type no. If yoasked
to terminate auto-install, type yes. You will negedet the router's name, the privileged mode passw
(enable secret), and the user mode password (elirselpassword).

enable

config term

hostname pod<#>router

enable secret pod<#>pod<#>

line con 0
a. password pod<#>pod<#>
b. login

6. exit
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Setting IP addresses on the interfaces

The purpose of a router is to forward data betweenphysically separate networks. Your pod netwsrk
connected to one interface (Fa0/0) and the labbdmaek network is connected to the other (Fa0/1)."Whe
the router receives data packets from a systenoonpod’s network that are addressed to a systean on
different network, it will check its routing table see if it knows how to reach that other netwdfrk.
does, then it will send the data out on the interfdnat connects to the other network. Becausmotiter
talks to systems on two different networks, eatbrface must have an IP address from the netwaitkigh
connected to it.

The IP address assigned to the pod network’s ateris the address your pod’s systems will usbeais t
default gateway. Any time a system wants to sena taa destination that is not on the local nekyibr
will send the data to the default gateway routée default gateway must then find a path to the
destination and forward the data along that route.

From config mode:

1. Assign an IP address to the interface that conrnegtsur pod’s network
a. interface fa0/0
b. ip address 190.111.<pod #>.254 255.255.255.0
c. no shutdown
d. exit
2. Assign an IP address to the interface that connedtse lab backbone network
a. interface fa0/1
b. ip address 190.111.50.<pod #> 255.255.255.0
C. no shutdown
d. exit
3. Exit config mode and show the list of interfaceeriy that fa0/0 and fa0/1 are up.
a. exit
b. show ip interface brief

Running RIP

RIP version 2 is the protocol that exchanges rgutiformation between each of the pod routers had t

lab backbone router. RIP works by sending advenisgs that list all of the networks that can behea

by going through this router. The other pod routerd the lab backbone router see these advertisemen
and learn routes to each other’s networks. Thaash router will learn that it can send data tpafthe
other pods by sending the data to that pod’s rdigtr So even though the pods are not direahlynected

to each other, they are all indirectly connectedugh the same backbone network and can communicate
by routing data over the backbone though the raadenected to each other pod.

From config modedonfig term):

1. Start RIP, set the version to 2, and assign batinected networks to RIP.
a. routerrip
b. version 2
c. network 190.111.<pod #>.0
d. network 190.111.50.0
e. exit



2. After a minute or so, check the routing table foy eoutes learned from RIP (they will have an R in
front of them). Note that if no one else has sthRé&P, there will not be any RIP routes.
a. exit
b. show ip route

Creating a Default Route

Normally a router will only forward data to netwarthat are in its routing table. That is, netwdHet are
directly connected to one of the router’s interfga® networks learned from RIP that can be reablyed
going through a router that is on a directly co@@metwork. When a router connects to the Intethete
are millions of other networks that can be reacB&adce the router can’t learn so many routes,as#s
default route (a route ©.0.0.Q that will match all unknown networks. That is,evhthe router needs to
forward a data packet to a network that it doelemtw how to reach (such as those on the Interitat)ll
use the default route set by the administratoetwlghe packet to another router that will know enalbout
where to forward it.

To be able to access the Internet from your pod,witl have to create a default route on your padister
that will forward packets to the lab backbone ro(#®0.111.50.55)The lab backbone router connects the
lab network to the campus network and the Internet.

From config modedonfig term):

1. Create a default route that will send packetsédadb backbone router.
a. iproute 0.0.0.0 0.0.0.0 190.111.50.55

2. Exit config mode and verify that the default roig@resent in the routing table.
a. exit
b. show ip route

Saving and showing the configuration

After making changes to the running-configuratipo should save it to permanent memory using the
commandcopy run start. You can also list the current running-configurativith show run.

1. Show the running configuration wighow run.
2. Save the configuration wittopy run start

Network Services

Confirming network connectivity

The ping command is the standard tool for testomgnectivity between two machines. It works by sagdi
a series of packets (Echo requests) and waitingeponses (Echo replies). If you do not receirepéy to
any of the ping requests then check the netwotkgston the device that is not responding. If the
interface is configured correctly then verify ttfa¢ machine is properly cabldéithere are two Ethernet
interfaces on your machine then try plugging the nevork cable into the other interface.If you are
unable to ping a machine but that machine can pingverything else then verify that its firewall is
disabled.



On each system:

1. Open a command prompt.
a. In Windows operstart->Run and typecmd.
b. In Linux openApplications->System Tools->Terminal
c. Note: you may usap arrow to retrieve the previous command and the leftragit arrows
to edit the command.
2. Ping the IP address of each machine.
a. ping 190.111.<pod #>.1
b. ping 190.111.<pod #>.2
c. ping 190.111.<pod #>.3
d. Note that when running ping in Linux you will hatepres<Ctrl-C to stop pinging.
3. Ping both interfaces on your pod’s router.
a. ping 190.111.<pod #>.254
b. ping 190.111.50.<pod #>
4. Ping the lab backbone router and server.
a. ping 190.111.50.55
b. ping 190.111.50.100

Active Directory Domain Controller setup

Active Directory domains are used to manage usersputers, and shared resources on a network. The
Domain Controller is the Windows server that masage Active Directory service. Every domain must
belong to a Tree, and every tree belongs to a Edries tree and forest for your domain will be ¢eela
automatically when you create your domain. On langgworks, it is possible to have multiple domams
a tree and multiple trees in a forest.

During the installation of Active Directory, you lbe asked for the domain name. The domain shioeld
namedpod<#>.edu €.g. podl.edu). Also, the installer will warn thaDNS server is not present and ask
if it should configure it automatically. Make subas option is selected. Active Directory will nfoinction
correctly without a DNS server.

On the Windows 2003 server:

Insert the Windows 2003 CD and close the installathenu when it appears.
OpenStart->Manage Your Server->Add or remove a role

SelectCustom Configuration, if asked to select between typiedtisgs and custom.
SelectDomain Controller (Active Directory).

Click Next when presented with the Operating System Comfistilsiformation.
SelectDomain Controller for new domain.

Select theDomain in new forestoption.

Enterpod<#>.eduas the full DNS name of the domain.

AcceptPOD<#> as the NetBIOS name.

10 Accept the default locations for the Database angl folders.

11.Accept the default location for the Shared Systestuiie.

12.Selectinstall and Configure the DNS serverwhen warned that no DNS server was found.
13.SelectPermissions compatible with Windows 2000 or Window2003
14.Usepod<#>pod<#>for the restore password.

15. After Active Directory and DNS are installed, resthe computer when prompted.
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Joining the Active Directory domain

Before it can be managed by Active Directory, themfdws XP workstation must become a member of the
domain. When XP attempts to join the domain it ailk for the username and password of a domain
administrator. This would be the Administrator asabon the Windows 2003 server. After the XP
workstation has joined the domain, only users llaate been added to Active Directory on the 200@eser
will be able to logon to that computer. At thisgstthe 2003 Administrator is the only Active Direct

user. It is important to notice that at the logimeen you will have a choice of logging on tolteal
computer or to your pod’s domain. Note that Aciesctory only works in Windows so the Linux

machine will not be able to join the domain.

On the Windows XP workstation:

1. Join the XP machine to your pod’s Active Directdgmain
a. OpensStart->Control Panel->System
b. Select theComputer Nametab
c. Click theChangebutton
d. Select the option to be a member of a domain antthea&lomain tgpod<#>.edu
e. When prompted for a domain administrator login Adeninistrator andpod<#>pod<#>
2. Restart the computer when asked.
3. Login as the domain administrator
a. Atthe Windows XP login screen, ude@ministrator andpod<#>pod<#>for the username
and password.
b. Click More Options and select theOD<#>domain.
4. Disable the Windows firewall (reactivated by domedmtroller policy).
a. OpenStart->Control Panel->Security->Windows Firewall.
b. SelectOff.

Installing AdminPak to manage the Active Directory domain

When a Windows XP machine joins a domain, it becopuessible for the domain administrator to manage
the domain and all the services on the domain obetr(e.g. DNS, DHCP) from the Windows XP
workstation. However, Windows XP does not includestrof the management plug-ins under
Administrative Tools that are required. AdminPastalls the complete set of management plug-ins.
AdminPak can be found on the Windows 2003 CD. Onstlled, you will use the tools to add a user to
Active Directory for each member of your pod. Makee you are logged in as Administrator on your
pod’s domain before installing Adminpak.

On the Windows XP workstation:

1. Verify that you are logged on as a domain Admiatstr (if unsure, logout and log back in).
a. Logout by clickingStart->Log off.
b. At the login screen, us&dministrator andpod<#>pod<#>for the username and
password.
c. Click More Options and select theOD<#>domain.
Insert the Windows 2003 CD and close the installathenu when it appears.
OpenStart->My Computer and go to thé386 folder
Find adminpak.msi, copy it to the desktop, and double-click on it.
Follow the prompts to complete the AdminPak inat&h.
Create a non-administrative user for yourself.
a. OpenStart->Administrative Tools->Active Directory Users and Computers
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Double-click onpod<#>.eduto expand the list.

Right-click on theUsersfolder and seledtlew->User.

Enter your first name in thiéirst Name andUser logon namefields.
UsePod<#>Pod<#>for the password (note that the P’s must be ugselc
Uncheck thdJser must change password at next logooption.

Check thePassword never expire®ption.

7. Create user accounts for the other members of yodir

~oooxo
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Configuring DNS service

DNS is the system that looks up hostnames, suBlod$XP.pod1.edu, and translates them into IP
addresses (called forward lookups). Networking dewviare only capable of using IP addresses bud &inc
is very difficult for most people to remember analfRdress, DNS was created to allow the use of
hostnames. Anytime a computer is given a hostnammeist perform a DNS lookup to get the IP address.

Because the DNS server was automatically confighyethe Active Directory installer you will not nete

to add the role manually. You will need to creaeords to map the name of each computer on youtgpod
its IP address. You will also need to create a RevE&one and records that map IP addresses back to
hostnames (PTR records). In addition, your DNSesemwst forward requests for all unknown domains
(like those of websites from the Internet) to thle DNS server to be looked up.

On the Windows 2003 server:

OpenStart->Administrative Tools->DNS and double-click oPod<#>Server
Create a new Reverse Lookup zone.
a. Right-click onReverse Lookup Zonesand selecew Zone
b. Select Primary Zone.
c. Usel90.111.<pod #=as the Network ID.
d. Accept the zone file name by clicking Next.
e. SelectDo not allow dynamic updates
3. Add areverse record for your Windows 2003 serwenap its IP address back to its hosthame.
a. Right-click on thel90.111.<pod #>.x Subnakverse zone created above and s®legt
Pointer (PTR).
b. Set the last field in thElost IP numberto 1.
c. Setthe host name Rod<#>Server.pod<#>.edu
4. Add a forward and reverse records for the Windowsworkstation.
a. Double-click onForward Lookup Zones.
b. Right-click onpod<#>.eduand selecNew Host (A)
c. Setthe hostname Rod<#>XP.
d. Setthe IP address 190.111.<pod #>.2
e. SelectCreate associated pointer (PTR) record
5. Add a forward and reverse record the for Linux niraeh
a. Right-click onpod<#>.eduand selecNew Host (A)
b. Set the hostname Rod<#>Linux.
c. Setthe IP address 1®0.111.<pod #>.3
d. SelectCreate associated pointer (PTR) record
6. Setthe DNS server to forward requests for all emkmdomains to the network lab server.
a. SelectPod<#>Serverin the left panel
b. Double-clickforwarders in the right panel.
c. All other DNS domainsshould be selected in the DNS domains list.

N
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d. SettheForwarder’'s IP addressfield t0190.111.50.10@nd clickAdd.
e. Leave the forwarders tab open and continue toatep
7. Foreach pod add the pod’s domain name to the list and se¢fptba's server as a forwarder.
Note:do NOT include your own pod’s domain in the list of donsai
Click theNew button next to the DNS domains box.
Enterpodl.eduin the DNS Domain pop-up dialogue box and click.OK
Select thdorwarder IP_address listbox next to the add button.
Enter190.111.1. pod1.edu’s win2003 server) into the box and chckl.
Repeat steps a — e and éach other pod EXCEPT your own
i. pod2.edu 190.111.2.1
ii. pod3.edu 190.111.3.1
iii. pod4.edu 190.111.4.1
iv. pod5.edu 190.111.5.1
v. pod6.edu 190.111.6.1
vi. pod7.edu 190.111.7.1
vii. pod8.edu 190.111.8.1
viii. pod9.edu 190.111.9.1
g. Click OK when all forwarders are added. If you ligeean error, verify that your pod’s
domain is not in the list of DNS domains. If it &glect your domain and click Remove.

~0oo0oTe

Confirming DNS operation

When the DNS server has been configured propeoly,will no longer need to use IP addresses to conta
machines on your network. When the hosthame ofehima is used, the computer will automatically
request the configured DNS server to resolve thateninto an IP address. You can test hostname-to-
address resolution by pinging the hostname of e@athine. To verify reverse DNS resolution (addtess-
hostname) you may use nslookup.

1. Ping the host name of each machine to verify fodl2N S resolution (hame-to-address).
a. ping Pod<#>XP.pod<#>.edu
b. ping Pod<#>Server.pod<#>.edu
c. ping Pod<#>Linux.pod<#>.edu
d. Note that when running ping in Linux you will hatepres<Ctrl-C to stop pinging.
2. Use nslookup (a DNS record lookup tool) to verdyerse DNS resolution (address-to-name).
a. nslookup 190.111.<pod #>.1
b. nslookup 190.111.<pod #>.2
c. nslookup 190.111.<pod #>.3
3. Attempt to open a web page to verify Internet catingy.
4. Verify DNS resolution of hostnames from other pods
a. ping pod<other pod #>.edue.g ping podl.edu, ping pod2.edu)
b. You should be able to ping the Pod<#>XP, Pod<#s3eand Pod<#>Linux machines
on each pod that has been configured.

Installing the IIS web server

When first installed, the 1IS web server has a dlefaebsite already pre-configured. The default sitets
home folder is C:\Inetpub\wwwroot. This is where thieb server will look for web pages for the wedsit
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When you access a website and don’t specify acpdatiweb page, the 1IS web server will automaltycal
attempt to display thedex.htm file, which usually contains the home page forwebsite (note that all
non-Windows web servers use index.html). Althougladditional configuration will be required for shi
task, the web server can be managed from Start-#Aigirative Tools->Internet Information Services.

On the Windows 2003 server:

1. Insert the Windows 2003 CD and close the instaltathenu when it appears.
2. OpenStart->Manage Your Server->Add or remove a roleand selecApplication Server.
3. Create a simple web page for your pod.

a. OpenStart->My Computer->Local Disk (C:)->Inetpub->wwwro ot.

b. Click File->New->Text Document

c. Change the name tndex.htm (ignore the warning about the file extension).

d. Right-click onindex.htm and type a message (you may use any HTML tags).

On the Windows XP workstation:

1. OpenStart->Internet Explorer .
2. EnterPod<#>Server.pod<#>.edunto the address bar.

Configuring mail service

A typical mail server actually runs two standard/sxes, SMTP and POP3. SMTP is the protocol used to
send emails to other computers. When an emaihis see SMTP server forwards the email to the final
recipient’s mail server. When a mail server receae email for a user, it will store that emaithe user’s
mailbox. POP3 is the protocol used to retrieve éfr@in the mailbox on the server.

Once your mail server is setup, you will have ate a POP3 mailbox for each of the user accouadem
for the members of your pod. The passwords for theilboxes will come from their Active Directory
accounts. You can then setup Outlook express dnthetWindows 2003 and XP machines to exchange
emails.

On the Windows 2003 Server:

1. Install the mail server
a. Insert the Windows 2003 CD and close the instalfathenu when it appears.
b. OpenStart->Manage Your Server->Add or remove a roleand selecMail server.
c. Enterpod<#>.eduas theE-mail domain name
2. Create a DNS Mail Exchanger (MX) record that pototthe mail server for your domain.
a. OpenStart->Administrative Tools->DNS and double-click oPod<#>Server
b. Double click onForward Lookup Zonesthen Double click ofPod<#>.edu
c. Right-click onPod<#>.eduand selecNew Mail Exchanger (MX).
d. EnterPod<#>Serverinto theHost or child domain box and click OK.
3. Enable your pod’s IP subnet to relay mail to owsaddresses.
OpenStart->Administrative Tools->Internet Information S ervices (1I1S) Manager
Double-clickPod<#>Server
Right-click Default SMTP Virtual Server and selecProperties.
Select theAccess Taband click theRelay button near the bottom of the panel.
Click Add and select th&roup of computersoption.
Enter190.111.<pod #>.@or subnet address a285.255.255.0or subnet mask.

~0oo0oTw
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4. Create a POP3 mailbox for your user account.

a. OpensStart->Administrative Tools->POP3.

b. Double-click onPod<#>Serverin the left panel.

c. Right-click onPod<#>.eduand selecNew>Mailbox.

d. Enter the username of the account you createdoiorsglf in theNamefield.
e. UncheckCreate associated user for this mailbax

5. Create POP3 mailboxes for the other members of godr

a. Repeat step 4 for each member of your pod.

On both the Windows XP and 2003 machines:

1. Setup Outlook Express (make sure you use diffezarail accounts for XP and 2003).

a. Click Start->All Programs->Outlook Express.

b. SetDisplay Nameto your first name.

c. SettheEmail address t&your account name>@pod<#>.edu

d. UsePod<#>Server.pod<#>.eddor both the incoming and outgoing servers.
e. Setthe account passwordRod<#>Pod<#>

f. CheckLogon using Secure Password Authenticatian

2. Send an email to your teammate on the other Windoachine.

a. Click Create Email and use<teammate’s name>@pod<#>.edtor the “To:” address.

3. Check your mailbox on the server for received email

a. Click theSend/Recvbutton.

4. Send an email to a member of another pod

a. Ask the members of a neighboring pod for their éaddresses.
b. Repeat steps 2 and 3 for each email you wish . sen

Enabling Linux FTP and Telnet services

Most of the smaller Internet services in Linux eoatrolled by a single super server cabkatktd. Xinetd
has a separate configuration file in te&/xinetd.d directory (folder) for each server program that it
handles. To enable the FTP and Telnet servicesmi edit the files namegksftpandtelnet and then
restart the xinetd server.

On the Linux machine:

1.
2.

3.

OpenApplications->System Tools->Terminalto access the command prompt.
Change your current directory to /etc/xinetd.d.
a. cd /etc/xinetd.d
Edit the gssftp file, enable FTP service, and resrtbe special authentication option.
a. geditgssftp
b. Change thelisabled =yesline todisabled =no.
c. Remove the-aoption from theserver_argsline.
d. Save and exit.
Edit the telnet file and enable Telnet service.
a. gedittelnet
b. Change thelisabled = yedine todisabled = na
c. Save and exit.
Restart the xinetd service.
a. service xinetd restart
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Once the services are enabled, you should be @blkeetthe command-line telnet client in WindowstXP
remotely access the Linux command prompt and thelignt to transfer files. Both Telnet and FTPuieg
a login. Most services do not allow the root usdogin so you will have to login as the non-adrsirative
user created during the installatiggo{l<#>use). Note that the backspace key may not work atehmet
login prompt.

On the Windows XP workstation:

1. OpenStart->Run and typecmd to access the DOS command prompt.
2. Open an FTP session to the Linux machine and uglea@:\Config.sys file.
a. ftp Pod<#>Linux.
b. User =pod<#>user password pod<#>pod<#>
Is (ist the files in the current directory)
put C:\config.sys (upload the C:\config.sys file)
Is (verify that config.sys was uploaded)
f. quit (close the ftp connection)
3. Open a Telnet session to the Linux machine
a. telnet Pod<#>Linux.
b. Login =pod<#>user,password pod<#>pod<#=>
c. Is (list the files in the current directory)
d. exit (close the telnet connection)

® a0

Sharing afolder

A shared folder is simply a regular folder thabé&ng made available to other computers over thear&.
A share is identified by itservice name, which is similar to a URL. The service name pdeaa a complete
path to the shared folder and has a format sinol&&erver-name\Share-name. Shares can be accessed
from Windows using My Computer and from Linux wgmbclient. Note that, by default, only
administrative users will have permission to actleeshared folder. Allowing non-administrative isse
access the share is done in a later task.

On the Windows 2003 Server:

1. Create a folder on the desktop narféxred
2. Right-click on the folder and seldetoperties.
a. Click the Sharing tab and selesttare this folder.
3. Open the folder and create a text file narped<#>.txt.
a. Click File->New->Text Document
b. Change the name pod<#>.txt.
c. Double-click onpod<#>.txt and type a few words in the file.

On the Windows XP workstation:

1. OpenStart->My Computer.
2. Type\\Pod<#>Server\Sharednto theAddress: bar at the top of the window.

Note that you can also type jUdRod<#>Serverin theAddress bar to see all of the shared folders offered
by the server, or you can browse the whole netwgr&lickingMy Network Places->Entire Network-
>Microsoft Windows Network.
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Accessing a shared folder from Linux

Linux has several ways of accessing a folder shfaoea a Windows machine, including a command-line
tool calledsmbclient To access a shared folder with smbclient, yout puesvide the service name
(//server-name/folder-name), a password to actessdrver, and the name of a user who has acctss to
share. Once smbclient is connected, it functiomg reich like an FTP client. It has the commagéds
(download) put (upload), ands (list files).

On the Linux machine:

1. OpenApplications->System Tools->Terminal
2. Access the shared folder on the Windows servdr@agdministrator user.
a. smbclient //Pod<#>Server/Shared pod<#>pod<#>U Administrator
b. List the files in the remotely shared directoryiws.
c. Download the pod<#>.txt file withet pod<#>.txt
d. Exit smbclient withquit.
e. Usels to verify that the file was downloaded to the lomachine.

Attaching a networked printer

A printer can be attached directly to a networlotigh either a built-in network interface card or an
external print server. Before a printer can be usext a network, it must be assigned an IP addedther
statically or from a DHCP server. The network lgimer has been statically assigned the address
190.111.50.110. The Windows 2003 server must bégroed to send printer data to that IP address.
Although the printer is used over the network, Viwd terminology describes it as a local printet tha
attached to a TCP/IP port.

On Windows 2003 server:

1. OpenStart->Control Panel->Printers and Faxes

2. Right-click in an empty part of the window and stldd Printer .

3. SelectlLocal Printer attached to this computerand uncheclkutomatically detect
4. SelectCreate a new portand set the type ®Btandard TCP/IP Port.

5. Enter the IP addre49€0.111.50.11@n thePrinter Name or IP Addressfield.

6. SelectHP for the manufacturer antdP Laserjet 2000for the printer model.

7. SelectYesto using this as the default printer

8. SelectShare this printer and set the Share NameRanter .

9. No location or description information is needda;kcNext.

10.SelectYesto print a test page.

Using Terminal Services to remotely control another machine

The Terminal server allows a remote computer te tadmplete control of the Windows 2003 server’s
desktop. Everything that you would normally sedlmnserver’s screen is sent over the network tohano
computer. The Terminal server is already pre-caméd to allow a Remote Desktop connection and
requires no further setup. Note that the Remot&iops administrative tool on the Windows XP
workstation was installed by AdminPak.
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On the Windows 2003 server:

1. OpenStart->Manage Your Server->Add or remove a roleand selecTerminal server.
(Note that the machine will reboot after the Terahserver is installed.)

On the Windows XP workstation:

OpenStart->Control Panel->Administrative Tools->RemoteDesktops
Right-click onRemote Desktopsn the left panel and sele&tid New Connection
Set theServer Nameto Pod<#>Server

Double-click onRemote Desktopdo expand the list.

Right-click onPod<#>Serverand selecProperties.

Select theScreen Optionstab.

SelectChoose desktop size->800x600

Double-clickPod<#>Serverto connect to the Windows 2003 desktop and login.

NG R~WD PR

Configuring DHCP on the Windows 2003 server

DHCP is a widely used protocol that lets a compleam its network configuration (IP address, Stibne
mask, Default Gateway, DNS server and domain) faocentral server. This is how the majority of
computers that connect to a network or the Integeétheir IP address. The DHCP server works biyguai
specified range of IP addresses from the local ostas ascope or pool and then assigning addresses from
that range to client computers that send a redoeah address.

To make sure that the DHCP server does not tryv @ut one of the addresses that are already hesied
(1, 2, 3, and 254), the scope’s range should robudie every address in the network (1-254). Thesaan
also be configured to send other network settiagsh as the DNS server and default gateway. T dhtest
DHCP server, the Windows XP workstation should dtet@ obtain its IP address automatically.

Note that when the DHCP server is fully functiortbére should be a small green arrow next to theena
of the server. If there isn’t then you will needatathorize the server. To do that, double-click on the
server's name in the left panel. There should besasage giving you the option to authorize theeserv

On the Windows 2003 server:

1. OpenStart->Manage Your Server->Add or remove a roleand selecDHCP server.
2. Set the scope nameRod<#>Scope
3. Usel90.111.<pod #>.1@s the starting IP address d@tD.111.<pod #>.5@s the ending address.
Set the subnet mask 265.255.255.0f it is not already set.

4. No addresses need to be excluded from range usibe Isgope, click Next.
5. No change is needed to the default address leasedlick Next.
6. Select yes to configui@HCP options.

a. Setthe Default Gateway ®0.111.<pod #>.254nd clickAdd.

b. Setthe parent domain ppd<#>.edu

Set the server IP addressif@0.111.<pod #>.-nd clickAdd.

c. No WINS server is needed, click Next.
7. Activate the Scope.
8. Right-click on the server's namepd<#>Server in the left panel and sele&tithorize.
(Note: When the DHCP server is operational thecaeikhbe a small green arrow next to the server's
name. You may need to close and reopen the DHCRyacation tool to see this.)
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On the XP workstation:

1. OpenStart->Control Panel->Network Connections->Local Area Connection

2. Click Properties.

3. Double-click oninternet Protocol (TCP/IP) at the bottom of the list.

4. SelectObtain IP address automatically

5. SelectObtain DNS server address automatically

6. Click OK to close the property Window and go to Swgport tab on the Local Area Connection
Status window.

7. Click theRepair button to trigger a DHCP request. The status pstmalild display the new IP

address and that it was assigned by DHCP.

Network Security

Analyzing network traffic using tcpdump

Tcpdump is very widely used command-line basediegin for examining network traffic. It captures
every data packet that is sent to or from your asep(including broadcast packets) and outputsta li
containing the relevant information about each pgdkuch as the source and destination addresdes an
various levels of network protocol information.

By default, the tcpdump command will capture antpotievery type of packet found. You must use
gualifiersto limit the capture to specific protocols (TCH)®, ARP) and ports (www, telnet, ftp). The
qualifier expression is given on the command liteevyou run the tcpdump command. The table below
lists the qualifier expressions for the most comrpaoket types on the lab network.

The exact format of the output for each packetvahy with the selected protocol and port. With the
exception of ARP, most of the above protocols fesgenilar output format. In general, the formati\g:
(packet type) (source address).(source port) Stifdg®n address).(destination port): (protocokils).

The most complex output is generated by any oTtBP based services. Its protocol data includes TCP
flags (S=SYN, P=PSH, F=FIN), the first:last sequenamber, the Ack flag, and the acknowledged
sequence number. The output for some protocoladesl application information. For example, output f
a DNS lookup shows the requested DNS record angeher’s response.

Commonly used Qualifier Expressions:

Application | Protocol | Ports | Service Name| Qualifier Expression

ping (echo) | ICMP icmp

Web TCP 80 WWW tcp port 80

Email TCP 25 smtp tcp port 25

Telnet TCP 23 telnet tcp port 23

FTP TCP 21, 20 ftp, ftp-data | tcp port 21 and tcp port 20
DNS UDP 53 domain udp port 53

DHCP UDP 67, 68 bootps, bootp¢ udp port 67 and udp port 68
RIP UDP 520 router udp port 520

ARP ARP arp
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On the Linux machine:

1. Login asroot.
2. OpenApplications->System Tools->Terminalto access the command prompt.
3. Verify that tcpdump is producing output. Find tlwerect interface number if it is not.
a. Typetcpdump —il (you should see a continuous stream of output).
b. Pres<Ltrl-C to exit tcpdump.
c. If no output was seen, ttgpdump —i2 or tcpdump —i3 until you see output. (You may
optionally get a list of network interfaces withptiump -D.)
4. Run tcpdump with the qualifier (see table above) ttaptures the type of traffic you want to see.
a. Atthe prompt, typecpdump —il —t _gualifier expression
5. Run a network application that will generate theetpf traffic tcpdump is capturing.
a. For Web traffic, ope\pplications->Internet->Firefox and go to google.com.
For FTP or Telnet, follow the steps in FTP/Telrmesktto connect to your Linux machine.
For ping traffic, open a terminal and ping oneha thachines in your pod.
For DNS, use the nslookup from a terminal window.
Examine the source and destination addresses atgdgidhe packets listed by tcpdump.
PressCtrl-C to exit tcpdump.

No

Connecting two Active Directory domains using a trust relationship

To connect two domains that are in separate forgstsmust establish a trust relationship. A truiit
allow the systems in each domain to login to thepants and access the resources of the other dolnain
also allows both domains to be managed from theiAgtnative Tools of a single system. Once a thast
been established, you should be able to login tacaount on the other domain.

It is very important that both Windows servers haseclose to the same time as possible. If theaksl are
not synchronized, you will get an error when atténgpto connect the domains. It is best to syncizemn
both clocks with an Internet time server, so yaeinet connection should be up before attemphirsg t
task. If you are unable to use an external timeeseit is possible to synchronize the clocks bygcha

On your pod’s Windows 2003 server:

1. Synchronize the clocks of the Windows 2003 serireboth pods.

a. Right-click on the clock in the taskbar and selsdjust Date/Time.

b. Select thelime Zonetab and verify that the zone is seBastern.

c. Select thebate and Timetab and verify that both servers have the sameatal time.
2. Create a two-way trust between your pod’s domaththe other pod.

a. OpenStart->Administrative Tools->Active Directory Domains and Trusts

b. Right-click onpod<your pod #>.eduin the left panel and seleletoperties.

c. Select thelrusts tab and clickNew Trust.

d. Enterpod<other pod #>.edu

e. SelectTwo-way trust.

f. Click through the confirmations.
3. Repeat these steps on the other pod’s Windows 208@r using your pod’s domain and DNS

server in the trusts and forwarders setup screens.

On the Windows XP workstation in both pods:
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1. Log out by clickingStart-Log off.
2. Enter the username of an account in the other pialisain at the Login screen.
3. Click More Options and select the other pod’s domain from the list.

Creating a router Access Control List

As a router is forwarding data packets from onevoek to another, it normally forwards every pactett
comes in on every interface. An access controtditt the router to only forward certain packetd aot
others. An access list consists of a series ofesrtinat either permit or deny a packet. Dependmthe
type of list, entries can match a packet’s souragegtination IP address, source or destinatiot) pod
protocol. Standard lists (1-99) only match the seuP address. Extended lists (100-199) can match
anything.

Access lists also require a wildcard mask for dBchddress used. A wildcard mask can be thoughs of

an inverse subnet mask. If you want an entry ta&cmah entire network that has a mask of 255.2550255
then the wildcard mask would be 0.0.0.255. To matsingle IP address, you would use a wildcard mask
of 0.0.0.0. To have the entry match any possibtress, you can use the keywart in place of the
address/wildcard-mask combination.

After the list is created, it must be applied toraerface and set to match either inbound or autdo
packets. Once in place, the router will compareyepacket to each entry in the access list. If nioye
matches the packet, there isiaplicit deny statement at the end of the list. That is, all atomed packets
are automatically denied. Note that packets ang miattched if they must go through the router tahea
their destination. That is, packets sent betweersyistems within your pod’s network will not godbgh
the router and so will not be filtered by the asdées.

You will have to pick a single Linux machine from me of your neighboring pods and create an access
entry to block all packets from this machine The list will also block telnet access from ewvengre.

Once you have selected the pod and created thgdisttan test the list from that pod. If the igst
successful, the Linux machine will not be ableitggpanything in you pod and all attempts to tebogtour
pod should fail. Everything else, should work asnmal.

Onyour pod'’s router in config mode ¢onfig term):

1. Create an access list entry that blocks telnetsacitem “any” host outside of your pod.
a. access-list 100 deny tcp any 190.111.<your p#d.0 0.0.0.255 eq telnet
2. Create an entry to block any ip traffic fradhe_Linux machine in a neighboring podto your pod.
a. access-list 100 deny ip 190.111.<other pod #>.30.0.0 190.111.<your pod #>.0
0.0.0.255
3. Create an entry to match all other packets anavatem.
a. access-list 100 permitip any any
. Apply the list to the fa0/0 interface to match petskgoing out to the pod’s network.
a. interface fa0/0
b. ip access-group 100 out
c. exit

IN

On theneighboring pod’s XP machine:

1. Verify that you can ping your pod from the WindoXB workstation but cannot telnet.
a. OpenStart->Run and typecmd.
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b. ping 190.111.<your pod #>.3
c. telnet 190.111.<your pod #>.3

On theneighboring pod’s Linux machine:

1. Verify that you cannot ping systems in your podhrirthe Linux machine.
a. RunApplications->System Tools->Terminal
b. ping 190.111.<your pod #>.1
c. ping 190.111.<your pod #>.3

Restricting permissions of a shared folder and auditing

Security permissions can be set on a folder (orcdngr object) to control what tasks a user cancamehot
perform on that folder. Shared folders have twa$ypf permission settingShare Permissions andAccess
Control Lists. The Share Permissions are set by clicking orfPgrenissions button in the Sharing tab of the
folder’s properties. Access lists are managedeénS@curity tab. It is important to realize thattbsets of
permissions are used by the server to determiné eadth user will be permitted to do. The servel wil
always pick the most restrictive interpretatiorited settings. For example, if the share permisgjoaist

write access to everyone but the access list danmigsaccess for some users, then the more rengtric

deny entry will take precedence over the lessiotise share permissions.

By default, the shared folder created earlier Inasespermissions that allow all users to open aad files
from the folder but write to or delete. It also laasore restrictive access control list that ordynpits
administrators to access the folder. So by defthdtshared folder cannot even be opened by non-
administrative users. To give all users the abibityead, write and delete files, the share pefonsscan
be set to givé-ull Control permissions t&veryone. Also, a new Access Control List entry must beeatld
for the Everyone group that also grants Full Cdrmiiesmission. Once this is done, all non-administea
users should have permission to do anything irsktaeed folder.

To deny write and delete permission for one speatfier, you have to create an access list entry tha
specifically denies write and delete permissiothtd user. Delete permission is not included inkdasic
access list menu so an advanced access list enslyba used. Note that creating an access lishéouser
that doesn’t deny permission but doesn't allowthex is not the same as actually denying permissio

Auditing is a system that allows administratorsré@k and log when a user makes an attempt (suatess
or failed) to access system resources or perfortaingasks. In this case, it will be used to mondach
time a specific user is denied permission to woitdelete files in the shared folder. Auditing ofolaer is
configured in the Security tab and works almostéydike file permissions. Before you can create
auditing rules on a folder, you must enable Obdextess auditing in the Domain Controller Security
Policy (any auditing rules created before enabtiegpolicy will not work). Once auditing has been
established, any failed attempts to write or defitgs in the shared folder will be logged to thecGrity log
of the Event Viewer. To test auditing on a shamddr, you must login as the restricted user on the
Windows XP workstation and attempt to delete otevio the file. The permissions should cause the
attempt to fail and the auditing rule should log failed attempt.

On the Windows 2003 server

1. Right-click on the folder name8haredand selecProperties.
2. Set the share permissions to grant Full Contralltasers
a. Select thesharing tab and click on thBermissionsbutton.
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b. Select theEveryoneentry in the user and groups list.
c. Select th&Allow option forFull Control permission in the permissions panel.
Create an Access Control List entry that grant$ €ahtrol to all users.
a. Select theSecurity tab.
b. Click theAdd button below users and groups and tigperyone.
c. SelectEveryoneand check théllow option forFull Control permission in the list.
Deny write permission to one of the accounts ctefitethe members of your pod.
Click the Add button and type in the username of a non-admétigé user.
Select the added user and uncheclkBdiw permissions in the permissions list.
Check theDeny option forWrite permission.
Click the Advancedbutton.
Select theDeny entry associated with the added user and &ldik.
In the permissions list, check tBeny options forDeleteandDelete Files and Subfolders
(Note that you should see several Deny optiongdirehecked for write permissions.)
Click OK to return to the Advanced Settings window.
Enable auditing for object (file and folder) accesthe domain controller policies.
a. OpenStart->Administrative Tools->Domain Controller Secuity Policy .
b. Double-clickLocal Policies->Audit Policy->Audit object access
c. SelectDefine this policy andFailed.
Create an auditing entry to track failed accessgtts made by the user.
a. Select thAuditing tab in the Advanced Settings window.
b. Click Add and type the username of the selected account.
c. Inthe object access panel, selectRaded option for the six write or delete access methods
starting atCreate Files/Write Dataand ending dDelete
d. Click Apply and OK on all of the windows associateith the folder's properties.
Open the Event Viewer Security log, clear all exgtlog entries, and watch for a Failed entry.
OpenStart->Administrative Tools->Event Viewer.
SelectSecurity in the left panel.
Right-click onSecurity and selecClear all events Click No when asked to save to a file.
When an access is attempted, right-click on that pgnel and select refresh to see it.
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On the Windows XP workstation:

i AN

Click Start->Log off to logout then login as the user who has theiotstk permissions.
OpensStart->My Computer and type\Pod<#>Server\Sharednto the address bar.
Right-click on thepod<#>.txt file and attempt to delete it (you should see pesion denied).
Check the Event Viewer Security log on the Wind@@63 server for a failed access event.
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