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0. Team Information

For the following lab assignment for ITEC 350: Introduction to Networking Austin Herr, William Kitts, Amber Stike, and Jesse Sutphin worked together. In the Network Lab Room, Davis 214, this group was responsible for pod number 3. 

1. Introduction


The lab conducted taught simple set up procedures for processing systems and networking connections. This is important because networks are used at our homes, schools, and work locations. Networks are used every day and it is beneficial for users to know the basic functions for these connections. 

2. Lab Assignment


The lab at hand consisted of 20 tasks for the group to complete. 13 of these tasks were mandatory. Then the group was to choose four elective tasks from a list of 13. Finally, the group then had the option to complete up to three more tasks for extra points. The first of these was to connect the three computers in the designated pod to a breakout box and use the given diagram to connect the router, switch and patch panel. This step was essential to move any further into the lab.

The second task required the group to install operating systems to each computer in their pod. One computer was to have Windows 2003 Server on it, another to have Windows XP and the third to have Ubuntu Linux. Before installation the group removed all existing operating systems from the machines and started from scratch. After initially installing the operating systems, the group set up the drivers for the network and graphics cards on the Windows machine. 


The third task was to configure the network settings. During this task the group set the IP addresses of the Server, XP, and Linux machines to 190.111.3.1, 190.111.3.2, 190.111.3.3 respectively. The group also set the subnet mask of each machine to 255.255.255.0. The default gateway was set to 190.111.3.254 and the DNS Server for the server machine to 127.0.0.1 and 190.111.3.1 for the XP machines. The DNS domain name was set to pod3.edu. The XP and Linux machines required the firewalls to be disabled to make there were no complications with the following steps.

The next step was to setup the router. To do so, on the Windows XP machine, first a cable had to be connected from the serial port on the back of the machine to the breakout box. Then under the communications menu of the accessories tab the group accessed the hyper terminal. The hyper terminal is basically a direct command prompt that allows command line directions to be entered into the router itself. There the group created a new connection named router. In the Cisco router config mode the group assigned an IP address to GigabitEthernet0/0, the interface which connects the computers to the network. It was set to 190.111.3.254. The IP address for GigabitEthenet0/1, the interface which connects to the backbone network, was set to 190.111.50.3. Connection to the backbone was vital so that we could connect to other pods if needed, as well making a connection to the internet.

Next, the group enabled RIP on the router. RIP is the protocol used for communication, without it our devices would not be able to speak to one another. The group used RIP version 2. To do so, under the config mode of the router RIP was set to version 2 for both networks from the previous step.


Following this, a default route was created. The default route will be 0.0.0.0 and will send packets to the backbone, 190.111.50.55. This was done under the config mode of the router. The group also confirmed network connectivity by sending a ping request to the IP addresses for each machine on the Windows workstations. The two routers were also pinged to check for connectivity. Lastly, the group pinged the backbone server as well. Lastly, the group pinged the backbone server to make sure all equipment was set up properly.

The seventh task was to setup an active directory domain controller on the Windows 2003 Server machine. The eighth was to configure the DNS. This was completed through the administrative tools. The group added reverse and forward zones for each machine. To confirm the DNS, the group pinged each host name of the machines and used the nslookup command.  This was considered task 10 for the lab. Now that we had a valid way to transfer IP’s to domain names and vice versa, the machines could now access the Internet.

Subsequently, the group had the Windows XP machine join the active directory domain which was done through the Control Panel under the Computer Name tab. If Change is selected and the option to become a member of a domain is selected, it will be followed by a prompt for the administrator information will to be entered. After filling in this information and restarting the computer the group logged in at the administrator on the computer and disabled the firewall. 

The eleventh task was sharing a folder between the server side machine and the XP machine. The group created a folder on the server workstation and right clicked on the folder to change its access which allowed the XP machine to view all files placed into this folder.  Inside that folder a text document was created as a test to confirm proper set up. Following this, on the XP workstation under the shared folder and located the file to confirm that the folder was being shared. 

Next was to install AdminPak to the Windows XP machine. This is used to manage the Active Directory Domain. To do so, the group logged in on the XP machine as administrator and inserted the Windows 2003 Server CD into the disk drive to extract the software required. From the disk files, ‘adminpak.msi’ was found, copied to the desktop, and opened. After finishing installation, non-administrative users were created for each member of the group. 


The thirteenth, and last mandatory, task was to remotely connect to the Server machine from the XP machine. To do so, on the Server machine the group went to the computer management tab of the administrative tools. From there, the group connected to the XP machine. To confirm, Device Manager was opened. 


After these thirteen steps, four elective tasks were chosen. The first of the four was to configure a mail service. The group added a mail server role to the Server machine. This was done under Manage Your Server from the Start Menu. Pod3.edu was used as the e-mail domain name. Next the group created four mailboxes. This was done under Administrative Tools from the start menu. From there, POP3 was selected and under Pod3Server, Pod3.edu was selected and the mailboxes were then created. Finally, using Outlook Express from both the Windows XP and Server machines, separate accounts were created. The mailboxes were tested by sending an e-mail between the 2003 Server machine and the XP machine. 

The second elective task chosen was to enable Linux SSH services. The first step in completing this task was to install the SSH server to the Linux machine. Next, from the XP machine, PuTTY was downloaded from http://www.chiark.greenend.org.uk/~sgtatham/putty/ dowload.html. Once downloaded, the group remotely accessed the Linux command prompt using PuTTY.


The third elective task chosen was to install the IIS web server. To do so, the Application Server role was added to the Windows 2003 Server machine. This was done by inserting the 2003 CD into the Server machine and closing the installation window. Under Manage your server- add or remove a role, Application Server was selected. After this, a web page was created, index.htm, and then accessed on the XP machine through the use of Internet Explorer as Pod3Server.pod3.edu.

The fourth elective task chosen was to use terminal service on the Server machine to remotely connect to the XP machine. On the Server machine, the Terminal Server role was added under Manage Your Server-add or remove a role.  After installation, the machine rebooted. Next, from the XP machine under Administrative Tools, Remote Desktop was selected and the group added a new connection. The server name was set to Pod3Server and under the server properties the desktop size was set to 800x600. Finally, the group double clicked on Pod3Server where the connected to the Server machine’s desktop and logged in.


Once completing the 13 required tasks and the 4 elective tasks the group had the option to complete 3 extra tasks from the elective choices. The first extra task chosen by this group was to create an organizational unit. To do so, on the 2003 Server machine, Active Directory Users and Computers was selected under Administrative Tools. From there the Organization unit was created and named Pod3. After being created, the group had to delegate control of the unit to a non-administrative user. This was done by right clicking on the Pod3 unit and selecting Delegate Control followed by Add. There the group entered the user name of one of the accounts they previously created and selected the first 5 tasks to give them control to. 

The second extra task chosen was to configure DHCP on the Windows 2003 server machine. On the Server machine, the group added the role DHCP server and set the scope name to Pod3Scope. The starting and ending IP addresses were set to 190.111.3.10 and 190.111.3.50 respectively. The subnet mask was set to 255.255.255.0. The default settings were left on the exclusion from range tab and default lease time tab. Next, the group configured the DHCP options. The default gateway was set to 190.111.3.254 and the parent domain was set to pod3.edu. The server IP address was set to 190.111.3.1 and then the group activated the scope and authorized the DHCP server. Finally, from the XP computer under Local Area Connection Properties, TCP/IP was selected and the group obtained an IP address and DNS server address automatically. Next, Repair was clicked to trigger a DHCP request. The status panel then showed a new IP address.

The third and final extra task was attaching a networked printer. On the server machine under control panel Printers and Faxes was selected. From there a printer was added. To add the printer a new port has to be added. It was set to be a Standard TCP/IP port. The printer IP address, 190.111.50.60, was entered and the brand and model of the printer were entered. This was set as the default printer, and then a test page was printed to verify connection.  This task completed the lab assignment.

3. Lessons Learned


From this lab, the group learned how to deal with real life issues. Some of these included, but were not limited too, shortage of software, changes in technology, and software and equipment failures. The issue of shortage of software and equipment failure came into play when trying to install the Ubuntu Linux system. The installation disk provided to the group had an error, and the system would not install. After this disk would not install, the group looked for another software disk, however there were none available. The issue of changes in technology was addressed when the printer IP address suggested by the lab guide actually was not working so the group had to find another printer IP address to use. Another example of changes in technology was one of the Linux commands was written to be network, but since the lab guide was written, the command had been changed to networking.
4. Improvement to Lab Guide


The lab guide presented with this lab was very informative. It broke down each task into easily comprehensible steps. The only change that the group thought should be changed would be to change the Printer IP address to a working printer in the networking lab. A suggested IP address would be 190.111.50.60.

5. Conclusion


The lab gave the group hands on experience with setting up and configuring operating systems, networks, and software. The lab at hand was very informative because it helped the group members understand how networks work and how everything is connected. It is important to understand this because networks are used all of the time in daily life. It is also important to know this within any Information Technology field because you will be working directly with computers and networks everyday. All in all, this lab is imperative for anyone wanting to work within the IT field and recommended for anyone who works regularly with networks.
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