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IPv4 Issues

The Need for IPv6

IPVv6 is designed to be the successor to IPv4.

Depletion of IPv4 address space has been the motivating factor for
moving to IPV6.

Projections show that all five RIRs will run out of IPv4 addresses
between 2015 and 2020.

With an increasing Internet population, a limited IPv4 address space,
Issues with NAT and an Internet of things, the time has come to begin
the transition to IPv6!

IPv4 has a theoretical maximum of 4.3 billion addresses, plus private
addresses in combination with NAT.

IPv6 larger 128-bit address space provides for 340 undecillion
addresses.

IPVv6 fixes the limitations of IPv4 and includes additional
enhancements, such as ICMPVG6.




IPv4 Issues

IPv4 and IPv6 Coexistence

The migration techniques can be divided into three categories:
Dual-stack, Tunnelling, and Translation.

Dual-stack
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Dual-stack: Allows IPv4 and IPv6 to coexist on the same network.
Devices run both IPv4 and IPv6 protocol stacks simultaneously.



IPv4 Issues

IPv4 and IPv6 Coexistence (cont.)

Tunnelling
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Tunnelling: A method of transporting an IPv6 packet over an IPv4
network. The IPv6 packet is encapsulated inside an IPv4 packet.



IPv4 Issues

IPv4 and IPv6 Coexistence (cont.)

Translation
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Translation: The Network Address Translation 64 (NAT64) allows
IPv6-enabled devices to communicate with IPv4-enabled devices

using a translation technique similar to NAT for IPv4. An IPv6 packet
Is translated to an IPv4 packet, and vice versa.



IPv6 Addressing
Hexadecimal Number System

= Hexadecimal is a base
Sixteen system.

= Base 16 numbering
system uses the
numbers O to 9 and the
letters A to F.

= Four bits (half of a byte)
can be represented with
a single hexadecimal
value.

Hexadecimal
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Binary

0000
0001
0010
0011
0100
0101
0110
0111
1000
1001
1010
1011
1100
1101
1110
1111




IPv6 Addressing
IPv6 Address Representation

128 bits in length and written as a string of hexadecimal values

In IPV6, 4 bits represents a single hexadecimal digit, 32 hexadecimal
value = IPv6 address

2001:0DB8:0000:1111:0000:0000:0000:0200
FE80:0000:0000:0000:0123:4567:89AB:CDEF

Hextet used to refer to a segment of 16 bits or four hexadecimals

Can be written in either lowercase or uppercase




IPv6 Addressing
IPv6 Address Representation (cont.)

Hextets

0000 0000 0000 0000 0000 0000 0000 0000
to : to : to : to : to : to : to : to
FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF

0000 0000 0000 0000
to to to to
1111 1111 1111 1111




IPv6 Addressing

Rule 1- Omitting Leading 0s

= The first rule to help reduce the notation of IPv6 addresses is any
leading Os (zeros) in any 16-bit section or hextet can be omitted.

01AB can be represented as 1AB.
09FO0 can be represented as 9FO0.
OAOQO can be represented as AQO.
OOAB can be represented as AB.

Preferred 2001:0DB8:000A:1000:0000:-0000:0000:0100
Mo leading 0s 2001: DBEE: A:1000: O: 0: 0: 100
Compressed 2001:DBE:A:1000:0:0:0:100




IPv6 Addressing

Rule 2 - Omitting All 0 Segments

A double colon (::) can replace any single, contiguous string of one or
more 16-bit segments (hextets) consisting of all 0’s.

Double colon (::) can only be used once within an address otherwise
the address will be ambiguous.

Known as the compressed format.
Incorrect address - 2001:0DB8::ABCD::1234.




IPv6 Addressing

Rule 2 - Omitting All 0 Segments (cont.)

Example #1 Preferred[2001: 0DB8 : 0000: 0000 : ABCD: 0000:0000: 0100
Omit leading0s|2001: DBE&: 0: 0 :ABCD: 0: 0: 100
Compressed |2001:DB8: :ABCD:0:0:100
OR A
Compressed [Z001:DBE80:0:ABCD: 100

Only one : : may be used.

Exam p I e #2 Preferred

FES0:0000:0000:0000:0123:4567:89AB:CDEF

Omit leading 0s

FEBO: 0 0 0: 123:45¢67:89AB:CDEF

Compressed

FEB0: :123:4567:89AB:CDEF




Types of IPv6 Addresses

IPv6 Prefix Length

= |Pv6 does not use the dotted-decimal subnet mask notation

= Prefix length indicates the network portion of an IPv6 address using
the following format:

= |Pv6 address/prefix length
= Prefix length can range from 0 to 128
= Typical prefix length is /64

164 Prefix

64 bits 64 bits

Prefix Interface ID

Example: 2001:0DB8:000A::/64

2001:0DE8:000A:0000 0000:0000:0000:0000




Types of IPv6 Addresses

IPv6 Address Types

There are three types of IPv6 addresses:
= Unicast

= Multicast
= Anycast.

Note: IPv6 does not have broadcast addresses.




Types of IPv6 _Addresses
IPv6 Unicast Addresses

Unicast

Uniquely identifies
an interface on an
|Pv6-enabled
device.

A packet sentto a
unicast address is
received by the
Interface that is
assigned that
address.

Source |Pve Address
20010088 ACAD1::1D

Destination IPvE Address
20010088 ACAD 1B

2001:0DB8:ACAD:1::/64

20010085 ACAD:M 10064

2001:00B8:ACAD:120/64

l 2001:00B3:ACAD 1064

‘E?\ —

2001:00B3:ACAD: 10064

=]

20010088 ACAD:M 864




Types of IPv6 _Addresses
IPv6 Unicast Addresses (cont.)

IPvE Unicast
Addresses

Global Unicast

Link-local

Loopback

Unspecified Address

Unique Local

Embedded IPv4




Types of IPv6 _Addresses
IPv6 Unicast Addresses (cont.)

Global Unicast

= Similar to a public IPv4 address

= Globally unique

= Internet routable addresses

= Can be configured statically or assigned dynamically
Link-local

= Used to communicate with other devices on the same local link
= Confined to a single link; not routable beyond the link




Types of IPv6 _Addresses
IPv6 Unicast Addresses (cont.)

Loopback

Used by a host to send a packet to itself and cannot be assigned to a
physical interface.

Ping an IPv6 loopback address to test the configuration of TCP/IP on
the local host.

All-Os except for the last bit, represented as ::1/128 or just ::1.

Unspecified Address

All-0’s address represented as ::/128 or just ::

Cannot be assigned to an interface and is only used as a source
address.

An unspecified address is used as a source address when the device
does not yet have a permanent IPv6 address or when the source of
the packet is irrelevant to the destination.




Types of IPv6 _Addresses
IPv6 Unicast Addresses (cont.)

Unique Local
= Similar to private addresses for IPv4.

= Used for local addressing within a site or between a limited
number of sites.

= In the range of FCO0O0::/7 to FDFF::/7.

IPv4 Embedded (not covered in this course)
= Used to help transition from IPv4 to IPv6.




Types of IPy6 Addresses .
IPv6 Link-Local Unicast Addresses

Every IPv6-enabled network interface is REQUIRED to have a link-
local address

Enables a device to communicate with other IPv6-enabled devices
on the same link and only on that link (subnet)

FE80::/10 range, first 10 bits are 1111 1110 10xX XXXX
11111110 1000 0000 (FE80) - 1111 11101011 1111 (FEBF)

iy Remaining .
10 bits 54 bits 64 bits ———
/64
1111 1110 10 Interface ID
- Automatically or
— FEBO:/10 — | | ]
Manual Configured




Types of IPv6 Addresses
IPv6 Link-Local Unicast Addresses (cont.)

Packets with a
source or
destination link-local
address cannot be
routed beyond the
link from where the
packet originated.

IPv6 Link-Local Communications

IPvE Packet
Source IPvé Address Destination IPvé Address
FESD::AALA FESO::DODOD

FEBQ::1/64

FEBD::DDDD/64

FES0:BEEB/G4 FES0:CCCC/E4




IPv6 Unicast Addresses

Structure of an IPv6 Global Unicast Address

= |Pv6 global unicast addresses are globally unique and routable on the
IPV6 Internet

= Equivalent to public IPv4 addresses
= |CANN allocates IPv6 address blocks to the five RIRs




IPv6 Unicast Addresses
Structure of an IPv6 Global Unicast Address (cont.)

Currently, only global unicast addresses with the first three bits of 001 or

2000::/3 are being assigned

i
' Global Routing Prefix Subnet ID Interface |D
|

Range of first hextet:

0010 0000 0OOOCO QOO0 (2000)
to
0011 1111 1111 1111 (3FFF)




IPv6 Unicast Addresses
Structure of an IPv6 Global Unicast Address (cont.)

A global unicast address has three parts: Global Routing Prefix, Subnet
ID, and Interface ID.

= Global Routing Prefix is the prefix or network portion of the address
assigned by the provider, such as an ISP, to a customer or site,
currently, RIR’s assign a /48 global routing prefix to customers.

= 2001:0DB8:ACAD::/48 has a prefix that indicates that the first 48 bits
(2001:0DB8:ACAD) is the prefix or network portion.

IPv6 /48 Global Routing Prefix

48 bits 16 bits 64 bits
Global Routing Prefix Subnet ID Interface ID
64 bits
A /48 routing prefix + 16 bit Subnet ID = /64 prefix.




IPv6 Unicast Addresses
Structure of an IPv6 Global Unicast Address (cont.)

= Subnet ID is used by an organization to identify subnets within its site

= Interface ID
= Equivalent to the host portion of an IPv4 address.

= Used because a single host may have multiple interfaces, each
having one or more IPv6 addresses.

Interface ID =
Prefix = 4 hextets 4 hextets
Compressed 2001:DBB:ACAD:1::10

Reading a Global Unicast Address

Prefix = 4 hextets Interface 1D = 4 hextats
Preferred 2001:0DBE:ACAD:0001:0000:0000:0000:0010
Global Routing Prefix = 2001:0DB&:ACAD

SubnetiD= 0001

Interface ID= 0000:0000:0000:0200




IPv6 Unicast Addresses

Static Configuration of a Global Unicast Address

2001:0DBB:ACAD:1::/64
10
g. 2001:0DB8:ACAD:3::/64

1
S0/0/0

2001:0DB8:ACAD:2::/64

Fliconfig) #interface gigabitethernet 0/0
Fliconfig-if)#ipvé address 2001l:db8:acad:1::1/64
Fliconfig—-if)#no shutdown

Fliconfig-if)#4exit

Fliconfig) ttinterface gigabitethernet 0/1
Fliconfig-if)#ipv6 address 2001:dbB8:acad:2::1/64
Fliconfig—-if) #no shutdown

Fliconfig-if)dexit

Fliconfig) tinterface serial 0/0/0
Fliconfig=1if)#ipvé address 200l:db8:acad:3::1,/64
Rl (config-if)4eclock rate 56000

Fliconfig—-if) #no shutdown




IPv6 Unicast Addresses
Static Configuration of an IPv6 Global Unicast Address

(cont.)

Internet Protocol Version 6 (TCP/IPv6) Properties 2| x|

General l

You can get IPv6 settings assigned automatically if your network supports this capability.
Otherwise, you need to ask your network administrator for the appropriate IPv6 settings.

Windows

I PV6 " Obtain an IPv6 address automatically

Setu p —{% Use the following IPv6 address:
IPv6 address: | 2001:db8:acad: 1::10
Subnet prefix length: |6_4-
Default gateway: | 2001:db8:acad: 1::1

" Obtain DNS server address autamatically

{* Use the following DNS server addresses:

Preferred DNS server: |

Alternate DNS server: |

[~ validate settings upon exit Advanced...

OK Cancel




IPv6 Unicast Addresses
Dynamic Configuration of a Global Unicast Address
using SLAAC

Stateless Address Autoconfiguraton (SLAAC)

= A method that allows a device to obtain its prefix, prefix length and
default gateway from an IPv6 router

= No DHCPv6 server needed
= Rely on ICMPV6 Router Advertisement (RA) messages

IPv6 routers
» Forwards IPv6 packets between networks

= Can be configured with static routes or a dynamic IPv6 routing
protocol

= Sends ICMPv6 RA messages



IPv6 Unicast Addresses

Dynamic Configuration of a Global Unicast Address using
SLAAC (cont.)

= The IPv6 unicast-routing command enables IPv6 routing.
= RA message can contain one of the following three options:
= SLAAC Only — Uses the information contained in the RA message.

= SLAAC and DHCPv6 — Uses the information contained in the RA
message and get other information from the DHCPVG6 server,
stateless DHCPvV6 (for example, DNS).

= DHCPV6 only — The device should not use the information in the
RA, stateful DHCPVG.

= Routers send ICMPv6 RA messages using the link-local address as
the source IPv6 address
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IPv6 Unicast Addresses
Dynamic Configuration of a Global Unicast Address

using SLAAC (cont.)

Router Solicitation and Router Advertisement Messages

'{:}' | Router Solicitation — To all IPvE routers

"l need addressing information from the router.”

—
-——
ﬁ. i
DHCPwvE Server
Router Advertisement — To all IPvE nodes O

Option 1 (SLAAC Only) — "Here is your Prefix, Prefix-
length, Default Gateway information.”

Router Advertisement Options

Option 1 (SLAAC Only) — "I'm everything you need (Prefix, Prefix-length, Default
Gateway)"

Option 2 (SLAAC and DHCPvE) — "Here is my information but you need to get other
information such as DMS addresses from a DHCPvE server.”

Option 3 (DHCPvE Only) — "l can't help you. Ask a DHCPvE server for all your
information."




IPv6 Unicast Addresses

Dynamic Configuration of a Global Unicast Address using
DHCPvV6 (cont.)

Dynamic Host Configuration Protocol for IPv6 (DHCPvV6)
= Similar to IPv4

= Automatically receives addressing information, including a global
unicast address, prefix length, default gateway address and the
addresses of DNS servers using the services of a DHCPv6 server.

= Device may receive all or some of its IPv6 addressing information
from a DHCPvV6 server depending upon whether option 2 (SLAAC
and DHCPvV6) or option 3 (DHCPV6 only) is specified in the ICMPV6
RA message.

= Host may choose to ignore whatever is in the router’s RA message
and obtain its IPv6 address and other information directly from a
DHCPVG6 server.



IPv6 Unicast Addresses

Dynamic Configuration of a Global Unicast Address
using DHCPv6 (cont.)

Router Solicitation and Router Advertisement Messages

(' | Router Solicitation — To all IPvé routers

- "I need addresszing information from the router.”
—
-——
ﬁ. i
Router Advertisement — To all C) DHCPwE Server
IPvE nodes

Option 2 (SLAAC and DHCPvE) - »
"Here iz vour Prefix, Prefix-length,

Default Gateway information, but DHCPvE Solicit = To all DHCPvE .L:J,
you will need to get DMNS SEervers

information from a DHCPvE Option 2 (SLAAC and DHCPvE) -
gerver.” "| need addressing infarmation

from the DHCPwvE server.”

Note: An RA with option 3 (DHCPvE Only) enabled will require the client to obtain all
infarmation fram the DHCPwvE Server.




IPv6 Unicast Addresses

EUI-64 Process or Randomly Generated

EUI-64 Process

= Uses a client’s 48-bit Ethernet MAC address and inserts another 16
bits in the middle of the 46-bit MAC address to create a 64-bit
Interface ID.

= Advantage is that the Ethernet MAC address can be used to
determine the interface; is easily tracked.

EUI-64 Interface ID is represented in binary and comprises three parts:

= 24-bit OUI from the client MAC address, but the 7t bit (the
Universally/Locally bit) is reversed (O becomes a 1).

= |nserted as a 16-bit value FFFE.

= 24-bit device identifier from the client MAC address.
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IPv6 Unicast Addresses

EUI-64 Process or Randomly Generated (cont.)

EUI-64 Process

OUI {Organization Device [dentifier 24

— Unique Identifier) 24 —— hits
bits
EUMG4Process| FC i o9 | 47 | 75 i GE i EO
Step 1: Split the__MﬂE-address
EliI'IElrE." I'1111 11El:|§1l:l:|1 1|:|D1§|:I1|:ID|:I111 0111 |:|1|:|1§ 11GD111D§111DD:||:E|

Step 2: Insert FFFE

Binary |1114 110]?1031 “II:ID'1§ 0100 0111 {1111 'I'1'11§ 1111 11101 0111 III“II:I‘I; 1100 '111".]% 1110 0000

. £ L {1
|

Step 3: Flip the U/L I‘;“

Binary {1111 1190: 1001 10013 0100 0111 1991 11112 1111 1110] 0111 01013 1100 11103 1110 0000

Modified EUI-64 Interface ID in Hexadecimal Motation

Binary| FE i 99 : 47 FF i FE 75 | CE i EO




IPv6 Unicast Addresses

EUI-64 Process or Randomly Generated (cont.)

rl¥#show interface gigabitethernet 0/0
GigabitEthernet0/0 is up, line protocol iz up
Hardware is CHN Gigabit Ethernet, address is fc89%.4775.c3el
{bia fc99.4775.c3e0)
<0ufput Omitted=

Rl4show ipvé interface brief

GigabitEthernet0/0 [up/up]
FE8{::FE%3:47FF:FE[f5:C3E0Q
Z001:DBA8:ACAD:Y1::1

S SR s el [up/up] Link-local addresses using
FE3d::FE99:47FF:FE[f5:C3E1 ELI-64
2001 :DBA:ACAD:Z: ]

Seriald/0/0 [up/up]

FEAd: :FES99: 4 FF :FE[/5:C3EQ
2001 :DBA:ACAD:3: 11

serialoso/sl [administratively down/down]
unassigned

El#



IPv6 Unicast Addresses

EUI-64 Process or Randomly Generated (cont.)

Randomly Generated Interface IDs

= Depending upon the operating system, a device can use a randomly
generated Interface ID instead of using the MAC address and the EUI-
64 process.

= Beginning with Windows Vista, Windows uses a randomly generated
Interface ID instead of one created with EUI-64.

= Windows XP (and previous Windows operating systems) used EUI-64.



IPv6 Unicast Addresses

Dynamic Link-local Addresses

Link-Local Address

After a global unicast address is assigned to an interface, an IPv6-
enabled device automatically generates its link-local address.

Must have a link-local address that enables a device to communicate
with other IPv6-enabled devices on the same subnet.

Uses the link-local address of the local router for its default gateway
IPv6 address.

Routers exchange dynamic routing protocol messages using link-
local addresses.

Routers’ routing tables use the link-local address to identify the next-
hop router when forwarding IPv6 packets.




IPv6 Unicast Addresses

Dynamic Link-local Addresses (cont.)

Dynamically Assigned

The link-local address is dynamically created using the FE80::/10 prefix

and the Interface ID.

IPvE Link-Local Address

EUI-64
Process
64
1111 1110 10 ‘ Interface ID
J 64 bits
—— FES8Q0::M10 ‘
Randomly —

Generated Number




IPv6 Unicast Addresses

Static Link-local Addresses

Configuring Link-local

Rl {config) $interface gigabitethernet 0/0
Rl {config-if) $#ipvé address fe80::1 7

link-loecal Use link-local address

Rl (config-if) #ipvé address fef0::1 link-local
Rl {config-if) $axit

Rl ({config) $interface gigabitethernet 0/1

Rl {config-if) $#ipvé address fe80::1 link-local
Rl {config-if) $axit

Rl (config) $intarface serial 0/0/0

Rl {config-if) $#ipvé address fe80::1 link-local
Rl (config-if)#



IPv6 Unicast Addresses

Static Link-local Addresses (cont.)

Configuring Link-local

Rl#show ipvé interface brief
GigabitEthernet(0/0 [up/up]
FEEQ::1
2001:CR8:ACAD:1::1
GigabitEthernet(/1 [up/up]
FEEQ::1
2001:CR8:ACAD:2::1
Serizll/ 070 [up/up]
FEEO::1
2001:CR8:ACAD:3::1
Serizll/0/1 [administratively down/down]
unassigned

El#

Statically configured link-
local addresses




IPv6 Global Unicast Addresses

Verifying IPv6e Address Configuration

Each interface has
two IPv6 addresses -

1. global unicast
address that was
configured

2. one that begins
with FE8O is
automatically
added as a link-
local unicast
address

2001:0DB3:ACAD: 64

pCA A0 =0/ 2001:00B8:ACAD: 3::64
DS o

S0:0/0 E

10
I
20010088 ACAD: 264

PC2

Rl#show ipve interface brief

GigabkitEthernetl/0 [up/up]
FEE20::FE99:47FF:FET75:C3EQD
2001:DB8:ACAD:1::1

GigabitEthernetl/1 [up/up]
FEE20::FE99:47FF:FET75:C3E1
2001:DB8:ACRAD:2::1

Serial0/s0s0 [up/up]
FEE20::FE99:47FF:FET75:C3EQD
2001:DB8:ACRAD:3::1

Seriald/0/1
unassigned

Rl

[administratively down/down]
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IPv6 Global Unicast Addresses

Verifying IPv6 Address Configuration (cont.)

Rl¥show ipv6 route

IPvE Routing Table - default -
Codes: C - Connected, 1L - Local,
Static

ntraie
- Static, U - Per-user

b=

I o

<cutput omitted:

[ 2001:0DB8:ACAD:1::/ 64 [0/0]

via GigabitEthernet0/4, directly connected
2001:0B8:ACAD:1::1/128 [Q/0]

via GigabitEthernet0/d, receive

C  2001:DBB:ACAD:2::/64 [0/0]

via GigabitEthernet0/1, directly connected
2001 :0EE:ACAD:2::1/128 [0/0]

[ )

[yl

=

via GigabitEthernet0/1, receive
C  2001:DEB8:ACAD:3::/64 [0/0]

via Seriald/0/0, directly connected
L.  2001:DEB8:ACAD:3::1/128 [0/0]

via sSeriald/0/0, receiwve
L  FFOO::/8 [0/0]

via Nullld, receiwve
R1%




IPv6 Multicast Addresses

Assigned IPv6 Multicast Addresses

= |Pv6 multicast addresses have the prefix FF00::/8

= There are two types of IPv6 multicast addresses:
= Assigned multicast
= Solicited node multicast



IPv6 Multicast Addresses

Assigned IPv6 Multicast Addresses (cont.)

Two common IPv6 assigned multicast groups include:

= FFO2::1 All-nodes multicast group —

= All IPv6-enabled devices join

= Same effect as an IPv4 broadcast address
= FFO02::2 All-routers multicast group

= Al IPv6 routers join

= A router becomes a member of this group when it is enabled
as an IPv6 router with the ipvé unicast-routing global

configuration mode command.

= A packet sent to this group is received and processed by all
IPv6 routers on the link or network.




IPv6 Multicast Addresses

Assigned IPv6 Multicast Addresses (cont.)

IPv6 All-nodes Multicast Communications

Source IPvE Address Destination |1PvE Address
2001:0DBB:ACAD:1::1 FFO2:1

2001:0DB8. ACAD:1::10/64 2001:0DB8:ACAD:1::9/64

2001:0DB8:ACAD:1::20/64

2001:00B8:ACAD:1::8/64




IPv6 Multicast Addresses

Solicited Node IPv6 Multicast Addresses

Similar to the all-nodes
multicast address,
matches only the last 24
bits of the IPv6 global
unicast address of a
device

Automatically created
when the global unicast or
link-local unicast
addresses are assigned

Created by combining a
special
FF02:0:0:0:0:0:FF00::/104
prefix with the right-most
24 bits of its unicast
address

Global Unicast Address

Global Routing Prefix Subnet ID Interface 1D
104 bits 24 bits
2001:0DB8:ACAD 0001 0000:0000:00 00:0010
Solicited Node Multicast Address Copy
104 bits
FFO2 0ooo 0000 0000 0000 0000 FF 00:0010

IPvE Global Unicast Address: 2001:00B&8:ACAD:0001:0000:0000:0000:0010
IPvE Solicited Mode Multicast Address: FF0O2::0:FFO0:0010




IPv6 Multicast Addresses

Solicited Node IPv6 Multicast Addresses (cont.)

The solicited node multicast
address consists of two parts:

= FF02:0:0:0:0:0:FFO00::/104
multicast prefix — First
104 bits of the all solicited
node multicast address

= Least significant 24-bits —
Copied from the right-most
24 bits of the global unicast
or link-local unicast address
of the device

Global Unicast Address

Global Routing Prefix Subnet ID Interface 1D
104 bits 24 bits
2001:0DB8:ACAD 000 0000:0000:00 00:0010

Solicited Node Multicast Address Copy

104 bits

FFO2 0000 0000 0000 0000 0000 FF 00:0010

IPvE Global Unicast Address: 2001:0DB8:ACAD:0001:0000: 0000:0000:0010
IPvE Solicited NMode Multicast Address: FFOZ::0:FFO0:0010
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ICMP

ICMPv4 and ICMPv6 Messages

= |CMP messages common to both ICMPv4 and ICMPV6 include:

= Host confirmation

= Destination or Service Unreachable
= Time exceeded

= Route redirection

= Although IP is not a reliable protocol, the TCP/IP suite does provide
for messages to be sent in the event of certain errors, sent using the
services of ICMP.



ICMP
ICMPvV6 Router Solicitation and Router

Advertisement Messages

= |CMPvV6 includes four new protocols as part of the Neighbor Discovery
Protocol (ND or NDP):

= Router Solicitation message

= Router Advertisement message

= Neighbor Solicitation message

= Neighbor Advertisement message

= Router Solicitation and Router Advertisement Message — Sent
between hosts and routers.

= Router Solicitation (RS) message — RS messages are sent as an
IPv6 all-routers multicast message.

= Router Advertisement (RA) message — RA messages are sent by
routers to provide addressing information.




ICMP
ICMPvV6 Router Solicitation and Router

Advertisement Messages (cont.)

Router Solicitation
"| need addressing information from the
router"

F
DHCPwvE Server
Router Advertisement
"I'm everything you need (Prefix, Prefix-
length, Default Gateway )"
Or ©

"Here i= my information but you need to I
get other information such as DMNS
addresses from a DHCPvE server.”

Or

"I can't help you. Ask a DHCPvE server
for all your information.”




ICMP

ICMPV6 Neighbor Solicitation and Neighbor
Advertisement Messages

= Two additional message types:
= Neighbor Solicitation (NS)
= Neighbor Advertisement (NA) messages

= Used for address resolution is used when a device on the LAN
knows the IPv6 unicast address of a destination, but does not
know its Ethernet MAC address.

= Also used for Duplicate Address Detection (DAD)
= Performed on the address to ensure that it is unique.

= The device sends an NS message with its own IPv6 address
as the targeted IPv6 address.



ICMP

ICMPV6 Neighbor Solicitation and Neighbor
Advertisement Messages (cont.)

ICMPvE Neighbor Discovery Protocol

Address Resolution
To: FFOZ2:0:0:0:0:FFQOQ::20

| need the Ethemet MAC address of the device that has
this unicast address,
Target IPvE Address: 2001.DB8.ACAD:1::20

-
2001:DBB: ACAD:1::10/64

2001:DBE:ACAD:1::30/64

Duplicate Address Detection (DAD)
To: FFO2:0:0:0:0:FFQ0::30 -

Before | use this address is anyone else on this link using this
global unicast address?
Targel IPvE Address: 2001:DB8.ACAD:1::50
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Subnetting an IPv6 Network

Subnetting Using the Subnet ID

An IPv6 Network Space is subnetted to support hierarchical, logical

design of the network

IPv6 /48 Address Block
/43 Ied
Global Routing Prefix Subnet ID Interface ID
| A |
1 | f Address Block: 2001:0DB8:ACAD::/48
48 bits 16 bits 64 b —
Increment 2001 :0DB8: :0000:: /64
subnet ID to 2001 :0DB8: :0001:: /64
o LI - . . -
%EEEEEEE%%g Ll_t create 65536 2001:0DB8: 0002 : /64
SEEE2=25225525 & subnets 2001:0DBS: :0003::/64
i 2001:0DB8: 0004z : /64
£5 536 subnets 2001:0DE8: :0005:: /64
' 2001:0DE8: :0006:: /64
2001:0DB8: :0007:: /64
2001:0DB8: :0008:: /64
2001:0DB8: 0009 : /64
2001:0DB8: :0008: : /64
2001:0DB8: :000B: : /64
2001:0DB8: :000C: : /64
Subnets 13 — 65,5234 not shown
2001 :0DB8:ACAD :FFFF: : /64




Subnetting an IPv6 Network

IPV6 Subnet Allocation

IPv6 Subnetting
Address Block: 2001:0DB8:-ACAD:-/48

2001:0DB8:ACAD:-0000:-/64
~ 2001:0DB8:ACAD:0001::/64
5 subnets 2001:0DB8:ACAD:0002::/64
allocated from =< 2001:0DB8:ACAD:0003::/64
65 536 available 2001:0DB8:ACAD:0004::/64
subnets 2001:0DB8:ACAD:0005::/64
2001:0DB8:ACAD:-0006:-/64
2001:0DB8:ACAD:0007:-/64
2001:0DB8:ACAD:0008::/64

2001:0DB&-ACAD:FFFF::/64

IPvE Subnet Allocation

2001 :0DEE - ACAD:OOD1 /64

FC2 z 3

2001-0DBE-ACAD-0002:064 | 3001:0DB8:ACAD:0003 164

20010088 -ACAD:0D04: /64

20010088 -ACAD:0D05:/64




Subnetting an IPv6 Network
Subnetting into the Interface ID

IPv6 bits can be borrowed from the interface ID to create additional

IPV6 subnets.

Subnetting on a Nibble Boundary

/48 /68
48 bits 16+4 =20 bits" 64 —4 = 60 bits
Global Routing Prefix Subnet ID Interface 1D
Subnet Prefix /68
2001 :0DBE8:2CAD:0000:0000:=:/68
2001 :0DBE::2AC2AD:=0000:1000=:/68
2001 :0DBE8:2CAD:0000:2000:=:=/68
2001 :0DBE8:2CAD:0000:3000:=:=/68
2001:0DBB :ACRAD=0000:4000::/6AH
Z2001:0DBR:ACAD:FFFF:EQ000: = /68
2001 :0DBR:ACAD: FFEF:FO0O0: : /68

SubnetlD extended 1 nibble (4 bits) ‘!

Mibble = 4 bits (1
hexadecimal digit)




IP Addressing
Summary

= Each IPv6 address has 128 hits verses the 32 bits in an IPv4 address.

= The prefix length is used to indicate the network portion of an IPv6
address using the following format: IPv6 address/prefix length

= There are three types of IPv6 addresses: unicast, multicast, and
anycast.

= An IPVG6 link-local address enables a device to communicate with other
IPv6-enabled devices on the same link and only on that link (subnet).

= Packets with a source or destination link-local address cannot be
routed beyond the link from where the packet originated.

= |Pv6 link-local addresses are in the FE80::/10 range.
= |CMP is available for both IPv4 and IPVv6.
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