Section 4.4: Maplet Exercises for the RSA Cryptosystem

Due Tuesday, December 8th in Class. Do Problems 1, 2, 3, and 4. To show the work you perform to complete each exercise using a Maplet, in Microsoft Word, copy and paste your Maplet window into your Microsoft Word page. This can be accomplished by clicking on the Maplet Window to make it the front window, pressing and holding the Ctrl Alt PrtScm keys in sequence (this places the Maplet Window into the copy buffer), and then pasting normally into Microsoft Word Document. For problem 1, also paste in the values you create for p, q, m, f, e, and d from the external file you save them to (rsaparam.rtf by default). Hand in your assignment by submitting it in the WeBCT drop box.
1.  Using the RSA parameter Maplet, create the primes  p and q of your choice and 

compute m, and f. Then create the encryption exponent e of your choice and compute the decryption exponent d. Save the values of p, q, m, f, d, and e, to an external file.

2. 
Using the RSA encryption Maplet, encipher the message
The semester is nearly over! I hope you have had a nice semester.

using the modulus

m = 181621770487297258850074602347638929798387228471504299

and encryption exponent

e = 3565381












 
3. 
Using the RSA decryption Maplet, decipher the message
[41484448459279176084333147951760066179335682940742008, 96458901718006370673308145527674877710369118147355425, 68912536573304501581859266365999599195298736412155951, 10018413025866616722888684359292464214745374589908074, 10154416242648200237394394697630910183449178848810406, 3276710649186991352587101217673529730337083121097865]
using the modulus 

m = 181621770487297258850074602347638929798387228471504299

and decryption exponent

d = 33421813475587677625408726735663320131366294024353501
4.
Suppose you send the following message to a friend encrypted in the integer blocks 

[661294622, 1511414227, 1470918557, 1087402552, 1607555937, 962127957, 1423763773]
using your friend’s public m = 1964556481 and  e = 456899 . An intruder intercepts this message in transit and wants to decipher it. Assist the intruder in deciphering the message by following the following steps:

a. Use the RSA breaker Maplet to factor m into its prime factors p and q.

b. Using  p and q, form the integer f and then find the deciphering exponent d.
c. Use d to decipher the message.
5.
Use the RSA breaker Maplet to decipher the message contained in the integer blocks

[2962302846192, 14159866360967, 24534663529193, 5049653390626, 17574941442989, 11642745214399, 19701796537974, 22324954239293, 21061653801048, 23287680265957, 8104448910775, 18578512202293, 6402876383336, 23900260557093]


that was enciphered with public key  e = 34689023 and m = 25759305354143
