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I. Course Description

Cryptography is the science of secret message writing. Students will have the opportunity to use mathematical concepts to execute historical and modern cryptographical algorithms. Cryptography provides excellent demonstrations of applications of topics in mathematics involving linear algebra, number theory, probability, and statistics. Students will have better appreciation of these mathematical concepts due to their extensive use in cryptography.
II. Instructional Materials
Textbook: Invitation to Cryptology (with Maple 12), Thomas Barr

      Prentice Hall, 2002
Technology: Maple 12 is required for this course. A graphing calculator (TI -83 or 


higher) will helpful but not required.
III. Course Content

The following objectives will be addressed in this course:

· References to important historical ciphers.

· Study of Shift Ciphers. Application areas include basic number theory, including an introduction to modular arithmetic. Manipulating and solving equations in modular arithmetic will be discussed.
· Study of Affine Ciphers. More concepts of number theory and modular arithmetic are discussed. An application of solving a system of linear equations for cracking this cipher will be given.
· Study of Substitution Ciphers. This covers ciphers typically seen in newspapers, short stories, and novels. Techniques involving basic counting techniques and frequency analysis for cracking these ciphers will be discussed. 
· Study of the Vigenère Cipher. Basic polyalphabetic cipher, in which letters in the cipher are more evenly distributed instead of the one-to-one correspondence that occurs with letters in standard English occurring with monoalphabetic ciphers. 
· Basic review of counting and probability needed for cracking the Vigenère cipher.
· Study of the Friedman and Kasiski Tests. Basic counting and probabilistic methods used to assist in cracking the Vigenère cipher. 
· Study of Signature Graphs and Scrawls. Involves using graphs of probability frequencies to crack the Vigenère cipher. 
· Study of Block Ciphers using the Hill Cipher. This is an excellent application of matrices, including matrix algebra and the importance of the matrix inverse.
· Study/review of binary numbers, hexadecimal numbers, and the ASCII code. This involves an introduction to the computer’s representation of characters.
· Study of the concept of hash functions and their importance in cryptography.
· Study of the background number theory needed for the RSA cryptosystem. Topics include prime numbers, factorization of numbers into primes, and exponentiation in modular arithmetic.

· Study of the RSA cryptosystem. This is a well known cryptosystem widely used today. It is employed using the topics described in item 13.
· Study of Digital Signatures using the RSA algorithm and the importance of message authenticity, 

· Other topics, as time permits.
IV. Evaluation
Your semester grade will be determined by averaging all grades received on homework, quizzes, tests, projects, other assignments, and the comprehensive final exam.
V. Grading
The following percentages will be used in determining your final grade:
90%-100%
A

80%-89.9%
B

70%-79.9%
C

60%-69.9%
D

below 60%
F

VI. Course Instructor
Instructor:
Neil Sigmon
Office:

Walker Hall 212 Radford University
Phone:

831-5340
E-mail:

npsigmon@radford.edu
VII. Attendance

Attendance and punctuality are important.  Students should attend every class meeting and be prompt in arriving to class.

