Handout Example Section 2.1: Deciphering Shift Ciphers

Example: Suppose you are asked to decipher the message “EVZCJZXDFE” that was enciphered using a 17 shift cipher. Using the shift cipher formula
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we see that the key k for this cipher must be 
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 Hence the formula becomes;
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Recall in this formula that x represents the alphabet assignment number for the plaintext and y represents the alphabet assignment number for the cipher-text. Since we want to decipher the above cipher-text, we must solve the above equation for x. Rearranging first gives:
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To solve for x, we must subtract 17 from both sides. This gives:
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Note that since 
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 (this can be computed simply by taking –17 + 26 = 9), we can write equation (1) as:
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Either equations (1) or (2) can be used to decipher the message. We will use equation (2). Taking each letter of the cipher-text “EVZCJZXDFE” and using the MOD 26 alphabet assignment, we obtain:


[image: image8.wmf]N

MOD

MOD

x

y

E

Þ

=

=

+

=

Þ

=

Þ

13

26

13

26

)

9

4

(

4



[image: image9.wmf]E

MOD

MOD

x

y

V

Þ

=

=

+

=

Þ

=

Þ

4

26

30

26

)

9

21

(

21



[image: image10.wmf]I

MOD

MOD

x

y

Z

Þ

=

=

+

=

Þ

=

Þ

8

26

34

26

)

9

25

(

25



[image: image11.wmf]L

MOD

MOD

x

y

C

Þ

=

=

+

=

Þ

=

Þ

11

26

11

26

)

9

2

(

2



[image: image12.wmf]S

MOD

MOD

x

y

J

Þ

=

=

+

=

Þ

=

Þ

18

26

18

26

)

9

9

(

9



[image: image13.wmf]I

MOD

MOD

x

y

Z

Þ

=

=

+

=

Þ

=

Þ

8

26

34

26

)

9

25

(

25



[image: image14.wmf]G

MOD

MOD

x

y

X

Þ

=

=

+

=

Þ

=

Þ

6

26

32

26

)

9

23

(

23



[image: image15.wmf]M

MOD

MOD

x

y

D

Þ

=

=

+

=

Þ

=

Þ

12

26

12

26

)

9

3

(

3



[image: image16.wmf]O

MOD

MOD

x

y

F

Þ

=

=

+

=

Þ

=

Þ

14

26

14

26

)

9

5

(

5



[image: image17.wmf]N

MOD

MOD

x

y

E

Þ

=

=

+

=

Þ

=

Þ

13

26

13

26

)

9

4

(

4


Hence, the plaintext is “NEIL SIGMON”.
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