Section 2.4: Transposition Ciphers

Practice HW (not to hand in)

From Barr Text

p. 105 # 1 - 6
Transposition Ciphers are ciphers in which the plaintext message is rearranged by some means agree upon by the sender and receiver. 

Note:  Transposition ciphers differ from the monoalphabetic ciphers (shift, affine, and substitution) we have studied earlier. In monoalphabetic ciphers, the letters are changed by creating a new alphabet (the cipher alphabet) and assigning new letters. In transposition ciphers, no new alphabet is created – the letters of the plaintext are just rearranged is some fashion.

Examples of Transposition Ciphers
1. Scytale Cipher – p. 4 of textbook.
2. ADFGVX – German WWI cipher.

3. Modern Block Ciphers – DES, AES cipher.

Simple Types of Transposition Ciphers
1. Rail Fence Cipher – write the plaintext in a zig-zag pattern in two rows and form the ciphertext by reading off the letters from the first row followed by the second.

Example 1: Encipher “CHUCK  NORRIS  IS  A  TOUGH  GUY” using a rail fence cipher.
Solution: We write the message in a zig-zag message in two rows:


C    U    K    O    R    S    S    T    U    H    U


   H    C     N    R    I     I     A   O    G    G    Y

Reading of each Orow creates the ciphertext 

“CUKORSSTUHUHCNRIIAOGGY”
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Note: To decipher a rail fence cipher, we divide the ciphertext in half and reverse the order of the steps of encipherment, that is, write the ciphertext in two rows and read off the plaintext in a zig-zag fashion.
Example 2: Decipher the message “CITAT  ODABT  UHROE  ELNES  WOMYE  OGEHW  VR” that was enciphered using a rail fence cipher.
Solution: There are 32 total ciphertext letters. Hence, we must divide the rail fence cipher into two rows of 
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C   I    T    A    T    O    D    A    B    T    U    H    R    O    E    E


   L    N   E     S   W   O    M    Y    E    O    G    E    H   W    V    R

Hence, the message is “CLINT  EASTWOOD  MAY  BE  TOUGHER  HOWEVER”
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2. Simple Columnar Transpositions – where the message is written horizontally in a fixed and agreed upon number of columns and then described letter by letter from the columns proceeding from left to right. The rail fence cipher is a special example.
Example 3: Encipher “NEW  ENGLAND  BEAT  CAROLINA  IN  THE SUPER  BOWL” using a simple 5 column transposition cipher.

Solution: We write the message consecutively in rows in a 5 column format.

N
E
W
E
N


G
L
A
N
D


B
E
A
T
C


A
R
O
L
I


N
A
I
N
T


H
E
S
U
P


E
R
B
O
W


L

Starting in the first column, we form the ciphertext by reading of the columns consecutively. The ciphertext is:
   “NGBANHELELERAERWAAOISBENTLNUONDCITPW”
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Example 4: Suppose we want to decipher

“JYENR  BOALR  ERIIE  LOLAR  ISNDE  TLYRC  ACIFB  PE”

that was enciphered using a simple 4 column transposition.

Solution: Note that there are 37 ciphertext letters. If we take the number columns c and divide this number into the total number of letters (37), we see by the division algorithm that
   Quotient q

 This tells us that out of the 4 total columns that there are:
The remainder 
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Hence, reversing the process of encipherment and writing the ciphertext column by column where the first column has the extra letter (10 letters) and the last three columns have 9 letters, we obtain the array:


J
E
R
R


Y
R
I
C


E
I
S
A


N
I
N
C


R
E
D
I


B
L
E
F


O
O
T
B


A
L
L
P


L
A
Y
E


R

Reading the rows we see the message is “JERRY  RICE  IS  AN  INCREDIBLE  FOOTBALL  PLAYER”.
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Note: In general, given a simple columnar transposition with 
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 Then, 
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Example 5: Suppose a simple columnar transposition is made up of 50 total letter distributed over 9 columns.  Determine the number of letters in each column that make up the transposition.

Solution: Dividing the total number of letters (n = 50) by the of columns (c = 9) yields: 
   Quotient q
Hence,
The first 
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Cryptanalysis of Simple Transposition Ciphers

To try to break a simple transposition cipher, we try various column numbers for the columnar transposition until we get a message that makes sense. Usually, it is better to try column numbers that evenly divide the number of letters first.
Example 6: Suppose we want to decipher the message “TSINN  RRPTS  BOAOI  CEKNS  OABE” that we know was enciphered with a simple transposition cipher with no information about how many columns that were used.
Solution: In this message, there are 24 total letters. If 
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 represents the total number of columns, then assuming there is more than one column that every column must have 2 or more letters, 
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 that evenly divide the number of letters 24. These numbers are:

2, 3, 4, 6, 8, and 12.
If 
[image: image29.wmf]2

=

c

 columns in our transition, we  write the message in two columns. 24 letters distributed over 
[image: image30.wmf]2

columns results in 
[image: image31.wmf]12

2

24

=

 letters in each column.

T
A


S
O


I
I


N
C


N
E


R
K


R
N


P
S


T
O


S
A

B
B


O
E
Reading the resulting plaintext off by rows would give the message “TASOIINCNERKRNPSTOSABBOE”, which makes no sense in English.
We next try 
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 letters in each column. Hence, we obtain the array




T
T
E





S
S
K





I
B
N





N
O
S





N
A
O





R
O
A





R
I
B





P
C
E

This gives the plaintext “TTESSKIBNOSNAOROARIBPCE” which makes no sense.

If  we try 
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 columns, 24 letters distributed over 4 columns will have 
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T
R
A
N





S
P
O
S





I
T
I
O





N
S
C
A





N
B
E
B





R
O
K
E

This gives the message “TRANSPOSITIONS  CAN  BE  BROKE”, a legible message.
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Note: For another simple transposition example, see Example 2.4.5 on p. 101 of the textbook..

Keyword Columnar Transpositions
To increase security, we would like to “mix” the columns. The method we use involves choosing a keyword and using its alphabetical order of its letters to choose the columns of the ciphertext.
Note: Sometimes (not always) a sender and recipient will pad the message to make it a multiple of the number of letters in the keyword.

NOTE!!  In a keyword columnar transposition ciphers, the keyword in NOT is not a part of the ciphertext. This differs from keyword columnar substitution ciphers (studied in Section 2.3), where the keyword is included in the cipher alphabet.

Example 7: Use the keyword “BARNEY” to encipher the message “ANDY  GRIFFITHS DEPUTY  WAS  BARNEY  FIFE” for a keyword columnar transposition.

Solution: We first write the message consecutively under the keyword. The numbers above the keyword is the alphabetical order listing of its letters.




(2)
(1)
(5)
(4)
(3)
(6)



B
A
R
N
E
Y




A
N
D
Y
G
R




I
F
F
I
T
H




S
D
E
P
U
T




Y
W
A
S
B
A




R
N
E
Y
F
I




F
E
A
B
C
D






Padded to make






#  letters a multiple






of the keyword   

As noted, we pad the message here to make the number of letters in the message a multiple of the keyword so that each column has the same number of letters.

We next form the ciphertext by reading off the columns in alphabetical order according to the keyword. Note that the keyword is not included in the ciphertext.
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NOTE!!  In a keyword columnar transposition, if one letter is repeated in the keyword, we order the repeated ciphertext columns from left to right.
Example 8: For Exercise 4 on p. 106, the keyword is ALGEBRA. Determine the order the ciphertext columns would be accessed for a message encipherment.
Solution: Note that A is a repeated letter in this keyword. Ordering the appearance of this letter from left to right and the rest alphabetically, we see that the ciphertext columns would be ordered using the following numbering scheme:



(1)
(6)
(5)
(4)
(3)
(7)
(2)




A
 L
G
E
B
R
A
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Example 9: Suppose we receive the message

“ADDSH  BGSAR  OLGNN  VCAII  SFWDI  AOTRN  LSAUF  RLLWL  OENWE  HIC”

that was enciphered using a keyword columnar transposition with keyword “GILLIGAN”. Decipher this message.

Solution: Since this message has 48 total letters and the keyword has 8 letters, each column under each keyword letter in the columnar transposition process will have 
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 total letters. Using the alphabetical order of the keyword letters (keeping in mind that under the repeated letters I and L the columns are ordered from left to right), we can by placing the numbered sequence of 6 letters from the ciphertext:
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under the corresponding matching keyword letter column number (the alphabetical ordering) to get the following array:



(2)
(4)
(6)
(7)
(5)
(3)
(1)
(8)







G
I
L
L
I
G
A
N



G
I
L
L
I
G
A
N



S
I
S
L
A
N
D
W



A
S
A
W
O
N
D
E



R
F
U
L
T
V
S
H



O
W
F
O
R
C
H
I




L
D
R
E
N
A
B
C

Hence the plaintext message is: “GILLIGANS  ISLAND  WAS  A  WONDERFUL  TV  SHOW  FOR  CHILDREN” (note that  the ABC  was padded to the message in the original encipherment to ensure that the column lengths were equal).
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Cryptanalysis of Keyword Columnar Transpositions
1. 
If the number of letters in the ciphertext is a multiple of the keyword length, one can 



rearrange (anagram) the columns until a legible English message is produced – see 



Example 2.4.5, p. 101 in the Barr text.
2.
If not, if we know some of the original plaintext (call a crib) beforehand, we can 



decipher the message.
Example 10 illustrates this method.
Example 10: 
Suppose the message
AHLCC  MSOAO  NMSSS  MTSSI  AASDI  NRVLF  WANTO  ETTIA  IOERI  

HLEYL  AECVL  W

was enciphered using a keyword columnar transposition and we know that the word “THE FAMILY” is a part of the plaintext. Decipher this message.

Solution: In the deciphering process, we will assume that the keyword that was used to encipher the message in the keyword columnar transposition is shorter than the known word (crib) given in the plaintext. Noting that the known word 
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is 9 letters long, we first assume that the keyword used is one less than this, that is, we assume that it is 8 letters long. If his is so, then the keyword columnar transposition will have 8 columns and the crib will appear in the columns in the form similar to





T
H
E
F
A
M
I
L





Y
If the crib appeared in this fashion, then the digraph “TY” would appear in the ciphertext. Since it does not, we will assume the keyword used in the columnar transposition has one less letter, that is, we assume that it is 7 letters long. Then the keyword columnar transposition will have 7 columns and the crib appears as






T
H
E
F
A
M
I






L
Y

which says that the digraphs TL and 
HY occur in the ciphertext. Since this does not occur, we assume the keyword used was 6 letters long. Hence, the crib appears as






T
H
E
F
A
M






I
L
Y

One can see that the digraphs TI, HL, and EY all occur in the ciphertext. This says that the keyword is likely 6 characters long and hence 6 columns were used to create the ciphertext in the keyword columnar transposition. If we divide the total number of ciphertext letters (n = 56) by this number of columns (c = 6), we see by the division algorithm that
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Hence, the quotient is q = 9 and the remainder is r = 2. Thus, in the columnar transposition, there are r = 2 columns with q + 1 = 10 characters and c – r = 6 – 2 = 4 columns with q = 9 characters. We now align the ciphertext into groups of 9 letters, which are numbered below:
AHLCCMSOA   ONMSSSMTS   SIAASDINR   VLFWANTOE   TTIAIOERI  


(1)



(2)



(3)
(4)
(5)
HLEYLAECV    LW


(6)

(7)



Next, we attempt to spell out the crib while lining up the digraphs TI, HL, and EY that occur. Doing this gives


(5)
(1)
(6)
(4)
(3)
(2)






H
V
S
O


T
A
L
L
I
N


T
H
E
F
A
M



I
L
Y
W
A
S


A
C
L
A
S
S


I
C
A
N
D
S


O
M
E
T
I
M


E
S
C
O
N
T


R
O
V
E
R
S


I
A

Rearranging the letters and using the remaining letters given by group (7), we obtain


A
L
L
I
N
T


H
E
F
A
M
I




L
Y
W
A
S
A



C
L
A
S
S
I



C
A
N
D
S
O



M
E
T
I
M
E



S
C
O
N
T
R



O
V
E
R
S
I



A
L
T
V
S
H



O
W

Hence, the message is “ALL IN THE FAMILY WAS A CLASSIC AND SOMETIMES CONTROVERIAL TV SHOW”.
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