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Section 4.4: The RSA Cryptosystem
Practice HW

Handwritten and Maplet Exercises

p. 11-13 at end of these notes
So far, the methods for encryption we have studied so far have been historical methods that are designed to primarily introduce encryption concepts but are not used to encipher and decipher messages in today’s computer age.  The RSA cryptosystem, name after its developers Ron Rivest, Adi Shamir, and Leonard Adelman, who invented the cryptosystem in 1977, is a method that has been widely publicized and is used widely today. 
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The purpose of this section is to describe the properties of the cryptosystem and some of its special properties.
RSA Cryptosystem Setup

The following describes the setup of how encipherment and decipherment works for the RSA Cryptosystem.

RSA Cryptosystem Setup

1. 
Choose two “large” primes p and q and compute the quantities 
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2. 
A positive integer e is chosen where
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Note that d is the multiplicative inverse of 
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. Here, e will be called the enciphering exponent and d will be called the deciphering exponent.

3. 
Using an alphabet assignment to convert from English letters to numbers, compute an English plaintext message number
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by successive squaring. Here, Z will be the “secret” message number that will be transmitted from the sender to the recipient of the message. If 
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 into blocks of numbers smaller than m, say 
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4.
To decipher the message, the recipient uses the deciphering exponent d to reverse the process of step 3 by computing 
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or if the cipher-text is in blocks 
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The alphabet assignment is used to recover the message.

Important Facts Concerning the RSA Cryptosystem

1.
A common place that causes confusion when first learning the RSA is when to use m  and  f  computed in step 1. The integer 
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 in step 4). The integer f = (p -1)(q – 1) is only needed in step 2 and is the modulus needed to find the multiplicative inverse of 
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2.
In practice, the modulus m and enciphering exponent e are made public (everyone knows).

3.
To ensure 
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 exists, a good choice for the enciphering exponent e is a prime number (although it is not necessarily required).
Example 1: Using the primes p = 3 and q = 11 with enciphering exponent e = 7 and

MOD 26 alphabet assignment to create a RSA scheme to encipher the message “USA”.

Solution: 
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Notes Concerning Example 1
1. 
When the ciphertext message is formed, the numerical results obtained are not 

guaranteed to have a corresponding alphabet assignment letters for expressing the ciphertext in terms of letters. The ciphertext is normally left in numerical form.
2.
To compute 
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on the parameters f = 20 and e = 7 and solving 
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Thus, 
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 which implies s = -1 and t = 3. Hence,
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form is needed).

3.
In practice, the exponentiation required to encipher and decipher messages are performed using successive squares. For example, to compute 
[image: image38.wmf]33

  

MOD

  

20

7

, we first note that the powers of 2 less than the exponent of 7 are 
[image: image39.wmf]1

2

0

=

, 
[image: image40.wmf]2

2

1

=

, and 
[image: image41.wmf]4

2

2

=

. Writing the exponent as a sum of these powers of 2, 7 = 4 + 3 = 4 + 2 + 1 = 1 + 2 + 4, we see that
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Note that powers of 20 in the successive squares are computed as follows:
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Security of the RSA Cryptosystem
We now comment on what makes the RSA a secure cryptosystem. This security can be summarized by the following three comments.
Security of the Method

1. 
The security of the method is based on keeping the deciphering exponent d secret. To 

keep d secret, the primes p and q must be kept secret. If p and q can be secret, 
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2. However, it is much easier to find primes 
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3.
In practice, 100 digit primes or more are used. Technology for finding large primes is far ahead of the technology for factoring large numbers.

Example 2: Provide a simple discussion on issues involving the security of the RSA Cryptosystem.
Solution: 













█
The Public Key
When the RSA was developed, it was the first commercially developed type of system in which the sender and receiver of a message do not have to agree on a key beforehand in order to encipher and decipher messages. This illustrates an important fact that makes the RSA a special type of cryptosystem. The RSA is an example of a public key cryptosystem. This fact allows an individual to have a personal value of m and enciphering exponent e that are made public knowledge so that any number of people can send the individual messages. Since only the person receiving the messages knows the deciphering exponent d, only he or she can decipher the messages. The following diagram describes this process:
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Figure 1: Public Key Cryptosystem Illustration

Normally, a key center is responsible for distributing public and private keys to people who request them. This key center might be your company, school, or even teacher.
ASCII Alphabet Assignment

When enciphering messages using Maple with the RSA, we will use the ASCII table.
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Figure 2: ASCII Table for Characters
This table allows us the flexibility to use letters, characters, and punctuation in our messages and the next example illustrates.

Example 3: Use the ASCII table to convert the message “THE RSA WAS INVENTED IN 1977” to numerical form.

Solution: Using the ASCII table, we can make the following assignments:
	Plain
	I
	N
	V
	E
	N
	T
	E
	D
	 
	I
	N
	
	1
	9
	7
	7
	.

	Cipher
	73
	78
	86
	69
	78
	84
	69
	68
	32
	73
	78
	32
	49
	57
	55
	55
	46

	Plain
	T
	H
	E
	 
	R
	S
	A
	 
	W
	A
	S
	 

	Cipher
	84
	72
	69
	32
	82
	83
	65
	32
	87
	65
	83
	32
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Note: If possible, we would like to represent a message such as the one from Example 3 as a “block” number. For example, representing the message in Example 3 as one block would give the number
8472693282836532876583327378866978846968327378324957555546
However, this technique has limitations. If the message number Y is larger than the modulus m, that is, if Y > m, we cannot encipher and decipher the message properly. The next example illustrates this fact.

Example 4: Let m = 33 and f  = 20 (produced using the primes p = 3 and q = 11). Using the encryption exponent e = 7 and decryption exponent d = 3, attempt to encipher the message “RU” as one block number and then attempt to recover the message.
Solution: Using the ASCII table, we convert RU to the block number 8285. Note that 
Y = 8285 > 33 = m. To encrypt this message, we use e = 7 and compute
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To recover the message, we use the deciphering exponent d = 3 and compute
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Hence, the message is completely lost.
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Fact: 
When the message number Y is larger than the modulus m, that is, when Y > m, we encipher by breaking Y into smaller “block” numbers  
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Decipherment is done by computing
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Digital Signatures
A problem that occurs with a public key cryptosystem deals with the issue of message “authenticity”, in that the receiver of a message wants to ensure that message received has come from the intended sender of the message. It is not difficult for an enemy to send a message using the recipients public key and pose as someone “friendly” to the recipient. This problem can be overcome by having the sender use his or her decryption exponent to “sign” the message before encrypting it with the recipient’s public key. The recipient can then decrypt the sent message using the recipient’s decryption exponent and then “unlocking” the signature using the sender’s public encryption exponent. We next mathematically describe this process.
RSA Digital Signature Scheme 
We assume that
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We also assume that 
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. We describe the RSA signature scheme with the following steps: 
Steps for RSA Signature Scheme

Given a message with want to send Y where we assume 
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1. 
Sender signs the message with his or her’s decryption exponent 
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 and modulus 
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2. 
Sender encrypts signed message with the recipient’s public encryption exponent 
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and modulus 
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3.
Recipient decrypts the message using his or her’s decryption exponent 
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4.
Recipient unlocks the sender’s signature by using the sender’s public encryption exponent 
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In mathematical notation, these steps can be described using the following notation.
RSA Signature Mathematical Description

Encryption: 
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Decryption: 
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We will illustrate how this process works in class using Maple.

Hand-Written Exercises

1. Use the square root test to determine whether the following are prime numbers.

a. 212
d.   233

g.   2557

b. 131
e.   503

c.
323
f.   1559 

2. Factor the following into a product of prime factors.

a. 84
d.  2079

g.   27347

b. 1001
e.  289


h.   113

c.
825
f.   3553

3. 
Use the standard MOD 26 alphabet assignment given by in class and the RSA encryption method with p = 5 and q = 7 and enciphering exponent e = 5 to encipher the message “BILL”.

4.
Suppose you receive the encrypted message 13  9  8  16 that has been enciphered using the standard MOD 26 alphabet assignment given in class and the RSA encryption method with p = 5 and q = 7 and enciphering exponent e = 5.  Decipher this message.

Hand Written Exercises-Answers

1. a.   Not prime


d.   Prime

g.   Prime

a. Prime



e.   Prime

c.
Not prime


f.    Prime 

2. a.  
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d. 
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g.  
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e. 
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h.   Prime

c.  
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f.  
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3. Ciphertext is 1  8  16  16

4. “NEIL”


Maple Exercises

1.
Use the Primality test Maplet o determine if the following integers are prime. If not,  factor the integers into products of prime factors and use the generate prime button to generate the smallest prime larger than the given integer.

a. 12341



f. 123456788951

b. 92377



g. 8927531227519

c. 892387


h. 689055890256950219

d. 898837


i. 456447963689055890256950227

e. 44552539

2. Use the Primality test Maplet  to generate a 5 digit, a 10 digit, a 20 digit, and a 40 

digit prime number.

3.
Use the Gcd Maplet to find the greatest common divisor of the following numbers a and b: Determine integers s and t where as + bt = gcd(a,b).

a. a = 5273 and b =1241


d. a = 415207359101 and b = 252322339

b. a = 13547 and b = 1426

e. a = 548732192 and b = 669185

c. a = 66438587 and b = 12403507



4.
Use the Inverse Maplet to determine the following inverses if they exist.

a.  
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5.
Suppose you want to send a message to a friend. You look up your friends RSA public-key and find that 
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 and e = 456899.  In blocks of 4 alphabet letters using the ASCII code numerical alphabet assignment, send your friend the message “NC  STATE  IS  IN  RALEIGH”. 

6.
Suppose you send the following message to a friend encrypted in the integer blocks 

[661294622, 1511414227, 1470918557, 1087402552, 1607555937, 962127957, 1423763773]
using your friend’s public m = 1964556481 and  e = 456899 . An intruder intercepts this message in transit and wants to decipher it. Assist the intruder in deciphering the message by following the following steps:

a. Use the RSA breaker Maplet to factor m into its prime factors p and q.

b. Using  p and q, form the integer f and then find the deciphering exponent d.
c. Use d to decipher the message.
7. Decipher the message contained in the integer blocks

[5600942391099, 14150674254119, 3506461514253, 5677541053798, 10016722944663, 7303149948355, 249033044722];


that was enciphered with public key  e = 34689023; and m = 25759305354143; . 

8.
Use the RSA parameter creator Maplet to create your own RSA public key scheme which will allow your classmates to send you encrypted messages.
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