Hand-Written Exercises

1. Use the square root test to determine whether the following are prime numbers.

a. 212
d.   233

g.   2557

b. 131
e.   503

c.
323
f.   1559 

2. Factor the following into a product of prime factors.

a. 84
d.  2079

g.   27347

b. 1001
e.  289

h.   113

c.
825
f.   3553

3. 
Use the standard MOD 26 alphabet assignment given by in class and the RSA encryption method with p = 5 and q = 7 and enciphering exponent e = 5 to encipher the message “BILL”.

4.
Suppose you receive the encrypted message 13  9  8  16 that has been enciphered using the standard MOD 26 alphabet assignment given in class and the RSA encryption method with p = 5 and q = 7 and enciphering exponent e = 5.  Decipher this message.

Hand Written Exercises-Answers

1. a.   Not prime


d.   Prime

g.   Prime

a. Prime



e.   Prime

c.
Not prime


f.    Prime 

2. a.  
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g.  
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e. 
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h.   Prime

c.  
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3. Ciphertext is 1  8  16  16

4. “NEIL”


Maple Exercises

1.
Use the isprime command to determine if the following integers are prime. If not, use the ifactor command to factor the integers into products of prime factors and use nextprime to generate the smallest prime larger than the given integer.

a. 12341



f. 123456788951

b. 92377



g. 8927531227519

c. 892387



h. 689055890256950219

d. 898837



i. 456447963689055890256950227

e. 44552539

2. Use the nextprim function to generate a 5 digit, a 10 digit, a 20 digit, and a 40 digit prime number.

3.
Use the gcd function to find the greatest common divisor of the following numbers a and b: Then use the igcdex command to determine integers s and t where as + bt = gcd(a,b).

a. a = 5273 and b =1241


d. a = 415207359101 and b = 252322339

b. a = 13547 and b = 1426


e. a = 548732192 and b = 669185

c. a = 66438587 and b = 12403507



4.
Determine the following inverses if they exist.

a.  
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 d. 
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-

 mod 415207359101

b.  
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1426

-

 mod 13547

 e.  
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6691856

-

 mod 548732192

c.  
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12403507

-

 mod 66438587

 

5.
Suppose you want to send a message to a friend. You look up your friends RSA public-key and find that 
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=
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 and e = 456899.  In blocks of 4 alphabet letters using the ASCII code numerical alphabet assignment, send your friend the message “NC  STATE  IS  IN  RALEIGH”. 

6.
Suppose you send the following message to a friend encrypted in the integer blocks 

z := [661294622, 1511414227, 1470918557, 1087402552, 1607555937, 962127957, 1423763773];

using your friend’s public m := 1964556481; and  e := 456899; . An intruder intercepts this message in transit and wants to decipher it. Assist the intruder in deciphering the message by following the following steps:

a. Use the ifactor function to factor m into its prime factors p and q.

b. Using  p and q, form the integer f and then find the deciphering exponent d.
c. Use d to decipher the message.
7. Decipher the message contained in the integer blocks

z := [5600942391099, 14150674254119, 3506461514253, 5677541053798, 10016722944663, 7303149948355, 249033044722];


that was enciphered with public key  e := 34689023; and m := 25759305354143; . 

8.
Use Maple to create your own RSA public key scheme which will allow your  classmates to send you 

encrypted messages.
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