Instructions for Possible Paper Topics

You want to write a short paper (4 pages with 1.5 inch spacing) briefly describing an important cryptological topic. If you pick a person, for example, give a brief biographical sketch of the person and discuss their contribution or method to cryptography. If you pick a cipher to describe, give an example (if possible) of how you would encrypt or decrypt a message using this method. If you want, you can work in pairs (no more than 2 people) and write about a topic. If you decide to do this, I would expect you to write a 7 page paper on the topic. I would like you to have at least two sources (the textbook can possibly be one). An excellent other source on many topics is Simon Singh’s “The Code Book” (this costs on $10.50 on Amazon) or the Internet. The paper should have 1.5 inch spacing and typed (using Microsoft Word, for example). If you use Microsoft Word and your paper requires mathematical symbols, I can help you with this. The paper will be due by Thursday, November 29th  .

Some Possible Topics for your Paper

1. The Cipher of Mary Queen of Scots

2. Edgar Allan Poe and Cryptology – for example, his use of it is his short story “The Gold Bug”.

3.
The Playfair Cipher.

4.
The Alberti Cipher.

5.
The European Black Chambers.

6.
Charles Babbage and his impact in decrypting the Vigenere Cipher.

7.
The Beale Cipher of Bedford Virginia.

8.
The German ADFGVX World War I Cipher.

9.
The decryption of German foreign minister Arthur Zimmerman’s telegram to Mexico trying to draw Mexico into alliance with Germany against the United States in World War I.

10.
The German Enigma machine and its use in World War II.

11.
Hans-Thilo Schmidt’s contribution for cracking the Enigma.

12.
Marian Rejewski’s contribution in cracking the Enigma.

13.
Alan Turing’s contribution in cracking the Enigma.

14.
The Navajo code used against the Japanese in World War II.

15. The Diffie-Hellman Public Key Exchange idea.

16.
James Ellis and his contribution to Public Key Cryptography.

17.
Phil Zimmerman and Pretty Good Privacy (PGP).

18.
Quantum Cryptography.

19.
Herbert O.Yardley and his contribution to cryptography.

20.
William Friedman and his contribution to cryptography.

21.
Agnes Meyer Driscoll and her contribution to cryptography.

22.
Frank Rowlett and his contribution to cryptography.

23.
Elliptic Curve Cryptography.

24. A report on the cryptography used in the book The DaVinci Code by Dan Brown.

25. A report on some basic aspect of the National Security Agency’s (NSA) importance.

26.
Your own topic (it must have some kind of relation to cryptography).

