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Substitution Cipher Problems
Class Example p. 16: 

DO YMT ABK EQHBG SCH EHBIH ADNCHQ, YMT JBY EHAMJH B QDAC NHQRMK. JBKY NHMNIH SCDKG SCH EHBIH ADNCHQ DR B CMBW. VH JBY KHUHQ GKMV OMQ RTQH.
2.2 Exercises p. 17 notes
1. 
The following ciphertexts were formed using substitution ciphers. For each, cryptanalyze the ciphertext, and if it was formed using a keyword then find this keyword.

(a) 
RLW RWQR KD KSP MPKAPWQQ BQ JKR VLWRLWP VW TNN RK RLW THSJNTJEW KD RLKQW VLK LTUW ISEL. BR BQ VLWRLWP VW MPKUBNW WJKSAL RK RLKQW VLK LTUW GBRRGW.
(b) 
KED IUKKOBYXAE OKDDVDXO ECND LWG KED PWOK OYIDX
BWLVO, KED BWOKWG RDVKURO ECND LWG KED PWOK GBC
RECPIUWGOEUIO, CGH KED GDL SWXF SCGFDDO ECND LWG KED PWOK LWXVH ODXUDO.
2. Cryptanalyze the following ciphertexts, which were formed using substitution ciphers.

 (a) 
QDXU BUDPHKC HK DUCTDVTANR KPAUD, SUDR XJMDTCTQHG. HQ HK JPQ QBU XDEU QP KXDWTKK TNN PQBUDK TQ FBTQUSUD GPKQ, AXQ QBU XDEU QP KUDSU PQBUDK TQ FBTQUSUD GPKQ
(b) 

ZVR XIELR PD QALLRQQ EQ VGIU SPIO, URUELGZEPH ZP ZVR FPC GZ VGHU, GHU ZVR URZRINEHGZEPH ZVGZ SVRZVRI SR SEH PI WPQR, SR VGJR GXXWERU ZVR CRQZ PD PAIQRWJRQ ZP ZVR ZGQO GZ VGHU.

(c) 
IES QJDEVFMRF MVY FIY WQTLMC MVFT FE TEHQYFN? Q UYYC TFVERBCN FIMF FIY WQTLMC MVFT MVY EU WMTF MRO
QRHMCHLCMACY QJDEVFMRHY. EU HELVTY Q HELCO AY
DVYZLOQHYO. Q MJ M WQTLMC MVF.

3.
The following ciphertexts were formed using substitution ciphers. For each, use the substitution cipher breaker Maplet to cryptanalyze the ciphertext, and if it was formed using a keyword then find this keyword.

(a) 
PR NAM ITQ BVYTE GJY BYTDY IPFJYVS, NAM KTN BYIAKY T WYVN VPIJ FYVSAQ. JAUYWYV, KTQN FYAFDY GJPQE GJY BYTDY GVYTSMVY PS T JATH. UY KTN QYWYV EQAU RAV SMVY.

(b) 
DUQT QFBL JUT TAS ORCE, DRCE, HRES R ISW LFRI, QTRI, YJU KJI'T ISSK TJ OS CJY, PJY, DUQT GST YJUPQSFN NPSS. AJL JI TAS OUQ, GUQ, YJU KJI'T ISSK TJ KBQCUQQ HUCA, DUQT KPJL JNN TAS ESY, FSS, RIK GST YJUPQSFN NPSS.
4. The following ciphertext was formed using a substitution cipher, with word divisions (punctuation and spaces) removed from the plaintext during encryption. Use the substitution cipher breaker Maplet to cryptanalyze this ciphertext.

HTLYHKYVYNVYHKVYYHKRUDAEYNFFAKTOFQQTYWYVPQNPEYAKTOFQQTHKRAYWYVPQNPTCTOVFRWYAUOLBYVTUYRAFNODKPTOAKTOFQFNODKYWYVPQNPUOLBYVHETRAHKRUSPTOAKTOFQAGYUQATLYHRLYRUHKTODKHNUQUOLBYVHKVYYRAPTOAKTOFQKNWYPTOVYLTHRTUALTWYQHTHYNVAJTOFQBYKNGGRUYAATVZTPBOHHKRUSNBTOHRHRCPTOFNODKPTOHKRUSNUQPTOJVPHKNHANCOFFQNPHKNHANKYJSTCNQNPPTOQTHKNHAYWYUQNPANEYYSPTOVYDTRUDHTKNWYATLYHKRUDAGYJRNF
