Cryptography


What is Cryptography?

Cryptography is the art of transmitting information in a secret manner. 
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Some Applications of Cryptography

1. Military and national security.
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Picture of the National Security Agency

2. Electronic money transactions, for example, credit cards.
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3. Website authentication. 
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Cryptology in Entertainment
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Types of Ciphers


Substitution Ciphers

A cipher where correspondents agree on a rearrangement of the alphabet in which letters are replaced with other unique letters.

Examples

· Ciphers given in puzzles and newspapers.
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· The Gold Bug short story by Edgar Allan Poe
[image: edgar-allan-poe3]

· Beale Cipher (contained in the Beale Papers) Bedford, Virginia.
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Example: Consider a substitution cipher with the following cipher alphabet.

Plain: 	A B C D E F G H I J K L M N O P Q R S T U V W X Y Z Cipher: 	T V X Z U W Y A D G K N Q B E H R O S C F J M P I L

Encipher the plaintext message: EDGAR ALLAN POE

	Plaintext
	E
	D
	G
	A
	R
	A
	L
	L
	A
	N
	P
	O
	E

	Ciphertext
	U
	Z
	Y
	T
	O
	T
	N
	N
	T
	B
	H
	E
	U



Ciphertext is: UZYTO TNNTB HEU

Fact: Substitution Ciphers are not secure due to the fact that each plaintext letter is assigned to the same ciphertext letter. Frequency analysis can be used to break these ciphers.
	Letter
	Relative Frequency (%)
	
	
	Letter
	Relative Frequency (%)

	A
	8.17
	
	
	N
	6.75

	B
	1.49
	
	
	O
	7.51

	C
	2.78
	
	
	P
	1.93

	D
	4.25
	
	
	Q
	0.01

	E
	12.70
	
	
	R
	5.99

	F
	2.23
	
	
	S
	6.33

	G
	2.02
	
	
	T
	9.06

	H
	6.09
	
	
	U
	2.76

	I
	6.97
	
	
	V
	0.98

	J
	0.15
	
	
	W
	2.36

	K
	0.77
	
	
	X
	0.15

	L
	4.03
	
	
	Y
	1.98

	M
	2.41
	
	
	Z
	0.07



Table 1: Relative Frequencies of letters of English Language
Most Common are E, T, A, O, I, N, and R

Transposition Ciphers 

A cipher in which the plaintext message is rearranged or scrambled in some fashion.

Example

· Developed by German signals officer Fritz Nebel in World War I. 
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Example: We can encrypt THE JOKER RAN WILD using a simple 4 column transposition by writing the message in rows over 4 columns:
T H E J
J O K E
R R A N
W I L D
and reading off the columns in order to obtain
TJRWH ORIEK ALJEN D
Polyalphabetic Ciphers

A cipher in multiple cipher alphabets are used to encrypt messages in order to prevent an intruder using frequency analysis to break the message. 

Examples

· Jefferson Wheel Cipher
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· Alberti Cipher
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· Vigenere Keyword Cipher
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Example: Consider a Vigenère keyword cipher with the following cipher alphabet where the keyword CIPHER is used to encrypt the plaintext GOVERNORS SCHOOL
	Plain
	G
	O
	V
	ER
	R
	N
	Or
	Rs
	S
	S
	C
	HJ
	O
	O
	L

	Keyword
	C
	I
	P
	H
	E
	R
	C
	I
	P
	H
	E
	R
	C
	I
	P

	Ciphertext
	I
	W
	K
	L
	V
	E
	Q
	Z
	H
	Z
	G
	Y
	Qw
	W
	A



Ciphertext is: IWKLV EQZHZ GYQWA
Notice how plaintext letters can be assigned to different ciphertext letters.


Important Historical Ciphers


· Playfair Cipher: Used by the British in World War I

[image: http://t2.gstatic.com/images?q=tbn:ANd9GcQQlRXk1aj9rAdi3W-9uqJXgEh_UnxoT5ZRZ5b5JgVOIsUnpyaf]		[image: ]


· Caesar Cipher: Used by Julius Caesar to disguise messages by using a cipher alphabet obtained by a shifting each plaintext alphabet letter 3 positions.
[image: JCaesar]		

	Plain
	A
	B
	C
	D
	E
	F
	G
	H
	I
	J
	K
	L
	M
	N
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	X
	Y
	Z

	Cipher
	D
	E
	F
	G
	H
	I
	J
	K
	L
	M
	N
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	X
	Y
	Z
	A
	B
	C



		Example: CAESAR encrypts as FDHVDU

· Enigma Cipher: Used by the Germans in World War II. The breaking of this cipher was one of history’s greatest feats.
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· Navajo Code: Developed by the Navajo native Americans in the United State Marine Core in World War II and used in the Pacific Campaign. Code was never broken.
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Modern Ciphers



Modern ciphers are almost exclusively implemented using computers normally using very large numbers.
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Example

· RSA Cryptosystem. Named after its developers Ron Rivest, Adi-Shamir, and Leonard Adelman. 

[image: ]




The RSA is one of the most well-known and exclusively used cryptosystems. It was the first commercial cryptosystem where encryption keys could be made public without compromising the security of the cryptosystem.  Mathematics is based on generating large prime numbers, exponentiation, and modular arithmetic.
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